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1 Version History

Release Date Version Comments
March, 2013 V1.0.0.0 Initial Release
July, 2013 V2.0.0.0 e Bug fixes in both OM12 and OMO7
version of the MP.
e Additional workflows in the OM12
version.
August, 2013 V2.1.0.0 e Bug fix for the Backup MP Rule
e Additional rule: detect manually closed
monitor-generated alerts in the OM12
version.
February 2014 V2.3.0.0 e Updated the Close Aged Rule Generated
Alerts Rule
e Additional Agent Task: Get management
group(s) configured on an agent
e Additional Rule: Auto Approve manually
installed agents based on agent
computer name and domain name
regular expression match
e Additional Monitor: monitor if each
individual management server is in
maintenance mode
e Several minor bug fixes
June 2014 V2.4.0.0 e Corrected spelling mistake in
Management Server maintenance mode
watcher display name
e Additional Monitor: OpsMgr 2012 Self
Maintenance Management  Server
Default Action Account OpsMgr Admin
Privilege Monitor
e Additional Monitor: OpsMgr 2012 Self
Maintenance Management  Server
Default Action Account Local Admin
Privilege Monitor
e Additional Rule: OpsMgr 2012 Self
Maintenance Obsolete Management
Pack Alias Detection Rule
e Additional Agent Task: Get Workflow
Name(ID)
e Additional Agent Task: Reset Monitor
Health State
e Additional Agent Task: Remove Obsolete
MP References
e Updated knowledge article for OpsMgr
2012 Self Maintenance Detect Manually
Closed Monitor Alerts Rule
September 2015 V2.5.0.0 e Corrected “Collect All Management
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Server SDK Connection Count Rule”
where incorrect value may be collected
when there are gateway servers in the
management group.

Additional Performance Rules for Data
Warehouse DB Staging Tables row
count.

Additional 2-State performance
monitors for Data Warehouse DB
Staging Tables row count.

Additional Monitor: Check if all
management servers are on the same
patch level

Additional discovery to replace the built-
in “Discovers the list of patches installed
on Agents” discovery for health service.
This additional discovery also discovers
the patch list for OpsMgr management
servers, gateway servers and SCSM
servers.

Additional Agent Task: Display patch list
(patches for management servers,
gateway servers, agents and web
console servers).

Additional Agent Task: Configure Group
Health Rollup

Updated “OpsMgr 2012 Self
Maintenance Detect Manually Closed
Monitor Alerts Rule” to include an
option to reset any manually closed
monitor upon detection.

Additional Rule: “OpsMgr 2012 Self
Maintenance Audit Agent Tasks Result
Event Collection Rule”

Additional Management Pack: “OpsMgr
Self  Maintenance OMS  Add-On
Management Pack”

September 2015

vV2.5.0.1

Updated the category for the Data
Warehouse DB Staging Tables row count
performance collection rules from
“None” to “PerformanceCollection”
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2 Introduction

OpsMagr Self Maintenance Management Pack automates some routine tasks generally performed by
OpsMgr administrators on a regular basis. It also provides few rules / monitors to monitor the
OpsMgr management group itself. This management pack contains 2 version.

e The OpsMgr 2007 R2 version works on both 2007 R2 and 2012 versions of OpsMgr.
e The OpsMgr 2012 version only works on OpsMgr 2012.

The 2012 version of this management pack is able to utilize OpsMgr 2012 resource pools and also
provides additional rules and monitors than the 2007 version. For OpsMgr 2012 environments, it’s
strongly recommended to use the 2012 version of this management pack.

The following workflows are included in the version 1.0.0.0 of this management pack:

e Automatically balance OpsMgr agents among a group of management servers.
e Automatically close aged rule-generated alerts
e Convert all manually installed OpsMgr agents to Remote-Manageable.
e Enable Agent-Proxy for all agents
e Backup Unsealed (and Sealed) management packs.
e Remove Disabled discovery objects
e Detect staled stage change events
e Monitoring the size of LocalizedText able from the OpsMgr operational database.
e Detects OpsMgr management servers in maintenance mode (Only available in OpsMgr 2012
version of the MP)
e Performance Collection rule for total number of SDK connection within the management
group (among all management servers). (Only available in OpsMgr 2012 version of the MP).
e Agent tasks for:
o Manually backup management packs
o Get currently connected users to the SDK service
o Enable Agent Proxy for all agents.

In addition, the following workflows have been added to the version 2.0.0.0 of this management
pack (For Operations Manager 2012 only):

e Agent tasks to check Data Warehouse DB data retention

e Detect user defined overrides in the Default Management Pack

e Configure failover management servers for agents

e Monitoring Data Warehouse data sets daily and hourly aggregations (Adopted from Michel
Kamp’s blog article http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-dwh-
aggregations/)

e Performance Collection rule to collect number of outstanding DW data set aggregations

(Adopted from Michel Kamp’s blog article
http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-dwh-aggregations/)
o \iews:

o State view for RMS Emulator
o State view for Management Server


http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-dwh-aggregations/
http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-dwh-aggregations/
http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-dwh-aggregations/
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o State view for All Management Servers Resource Pool
o State View for Unhealthy Health Service Watchers
o Performance view for DW Standard Data Sets

Version 2.0.0.0 also includes the following bug fixes:

Bug fix Impacted version

The Remove disabled discovery objects rule for the OpsMgr 2012 | OpsMgr 2012
version of the management pack used OpsMgr 2007 version of the
script in the workflow.

There is a typo in the scripts used by the balance agents workflows | OpsMgr 2007, OpsMgr
in both OpsMgr 2007 and 2012 version of the MP. The agent | 2012

property “Manuallylnstalled” was spelled as “InManuallylnstalled”.
However this would only cause scripts to fail when trying to move
manually installed agents.

Version 2.1.0.0 includes:

Bug fix for the alert description generated by the Management Packs backup rule “OpsMgr
2012 Self Maintenance Management Packs Backup Rule”

Additional rule: “OpsMgr 2012 Self Maintenance Detect Manually Closed Monitor Alerts
Rule” which detects any monitor-generated alerts that were not closed by the System
(manually closed).

Version 2.3.0.0 includes:

Updated the Close Aged Rule Generated Alerts Rule to add a comment “Closed by OpsMgr
2012 Self Maintenance Management Pack” when closing alerts.

Additional Agent Task: Get management group(s) configured on an agent

Additional Rule: Auto Approve manually installed agents based on agent computer name
and domain name regular expression match

Additional Monitor: monitor if each individual management server is in maintenance mode
Several minor bug fixes

Version 2.4.0.0 includes:

Corrected spelling mistake in Management Server maintenance mode watcher display name
Additional Monitor: OpsMgr 2012 Self Maintenance Management Server Default Action
Account OpsMgr Admin Privilege Monitor

Additional Monitor: OpsMgr 2012 Self Maintenance Management Server Default Action
Account Local Admin Privilege Monitor

Additional Rule: OpsMgr 2012 Self Maintenance Obsolete Management Pack Alias Detection
Rule

Additional Agent Task: Get Workflow Name(ID)

Additional Agent Task: Reset Monitor Health State

Additional Agent Task: Remove Obsolete MP References
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e Updated knowledge article for the OpsMgr 2012 Self Maintenance Detect Manually Closed
Monitor Alerts Rule

Version 2.5.0.0 includes:

e Corrected “Collect All Management Server SDK Connection Count Rule” where incorrect
value may be collected when there are gateway servers in the management group.

e Additional Performance Rules for Data Warehouse DB Staging Tables row count.

e Additional 2-State performance monitors for Data Warehouse DB Staging Tables row count.

e Additional Monitor: Check if all management servers are on the same patch level

e Additional discovery to replace the built-in “Discovers the list of patches installed on Agents”
discovery for health service. This additional discovery also discovers the patch list for
OpsMgr management servers, gateway servers and SCSM servers.

e Additional Agent Task: Display patch list (patches for management servers, gateway servers,
agents and web console servers).

e Additional Agent Task: Configure Group Health Rollup

e Updated “OpsMgr 2012 Self Maintenance Detect Manually Closed Monitor Alerts Rule” to
include an option to reset any manually closed monitor upon detection.

e Additional Rule: “OpsMgr 2012 Self Maintenance Audit Agent Tasks Result Event Collection
Rule”

e Additional Management Pack: “OpsMgr Self Maintenance OMS Add-On Management Pack”

Version 2.5.0.1 includes:

e Updated the category for the Data Warehouse DB Staging Tables row count performance
collection rules from “None” to “PerformanceCollection”.

3 Pre-requisites and Requirements

3.1 Pre-requisites
e Most of the scripts used in the management pack are written in PowerShell, therefore,
PowerShell execution policy needs to be configured to allow scripts execution on the
following computers:
o For OpsMgr 2007 — Root Management Server (if RMS is clustered, all cluster nodes
in the RMS cluster).
o For OpsMgr 2012 — ALL Management Servers.

3.2 Requirements
This management pack heavily relies on the OpsMgr SDK services.

For OpsMgr 2007, since there is only a single instance of SDK service running (which is on the RMS),
the RMS needs to be in a healthy state for the workflows to run.

For OpsMgr 2012, SDK service is running on every management server, and with the concept of
resource pools, all the workflows in the 2012 version of the MP are targeting “All Management

Servers resource pool”’. However, for the MP to function correctly, more than half of the
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management servers in “All Management Servers resource pool” need to be in healthy state
otherwise the resource pool becomes offline and no longer being monitored.
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4 Management Pack Objects
4.1 OpsMgr 2007 R2 Self Maintenance MP

Workflow Name Type Target
OpsMgr 2007 R2 Self Maintenance Balance Agents Rule Rule RMS
OpsMgr 2007 R2 Self Maintenance Close Aged Rule Generated | Rule RMS
Alerts Rule

OpsMgr 2007 R2 Self Maintenance Convert All Agents To Rule RMS
Remote Manageable Rule

OpsMgr 2007 R2 Self Maintenance Enable Agent Proxy Rule Rule RMS
OpsMgr 2007 R2 Self Maintenance Management Packs Backup = Rule RMS
Rule

OpsMgr 2007 R2 Self Maintenance Remove Disabled Discovery | Rule RMS
Objects Rule

OpsMgr 2007 R2 Self Maintenance Stale State Change Events Rule RMS
Detection Rule

OpsMgr 2007 R2 Self Maintenance Operational Database | Monitor RMS
LocalizedText Table Health Monitor

Enable Agent Proxy For All Agents Agent Task RMS
Get Currently Connected Users to the MG Agent Task RMS
Backup Management Packs Agent Task RMS




v

" w(jonsp ting

4.2 OpsMgr 2012 Self Maintenance MP

Workflow Name Type Target

OpsMgr 2012 Self Maintenance Legacy Balance Agents Rule RMS Emulator

Data Source (Designed for OpsMgr 2007)

OpsMgr 2012 Self Maintenance Balance Agents Within | Rule All Management Servers
Resource Pool Rule Resource Pool

OpsMgr 2012 Self Maintenance Close Aged Rule Rule All Management Servers
Generated Alerts Rule Resource Pool

OpsMgr 2012 Self Maintenance Convert All Agents To | Rule All Management Servers
Remote Manageable Rule Resource Pool

OpsMgr 2012 Self Maintenance Enable Agent Proxy Rule All Management Servers
Rule Resource Pool

OpsMgr 2012 Self Maintenance Management Packs | Rule All Management Servers
Backup Rule Resource Pool

OpsMgr 2012 Self Maintenance Remove Disabled Rule All Management Servers
Discovery Objects Rule Resource Pool

OpsMgr 2012 Self Maintenance Stale State Change | Rule All Management Servers
Events Detection Rule Resource Pool

Collect All Management Server SDK Connection Count = Rule All Management Servers
Rule Resource Pool

OpsMgr 2012 Self Maintenance Detect User Defined | Rule All Management Servers
Overrides in Default MP Rule Resource Pool

OpsMgr 2012 Self Maintenance Detect Manually Closed = Rule All Management Servers
Monitor Alerts Rule Resource Pool

OpsMgr 2012 Self Maintenance Data Warehouse | Rule Data Set

Database Aggregation Process Performance Collection

Rule

OpsMgr 2012 Self Maintenance Configure Agents Rule Management Server
Failover Within Resource Pool Rule

OpsMgr 2012 Self Maintenance Approve Manual | Rule All Management Servers
Agents Rule Resource Pool

OpsMgr 2012 Self Maintenance Obsolete Management = Rule All Management Servers
Pack Alias Detection Rule Resource Pool

OpsMgr 2012 Self Maintenance Audit Agent Tasks | Rule All Management Servers
Result Event Collection Rule Resource Pool

OpsMgr 2012 Self Maintenance Data Warehouse Rule All Management Servers
Database Alert Staging Table Row Count Performance Resource Pool

Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse | Rule All Management Servers
Database State Staging Table Row Count Performance Resource Pool

Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse Rule All Management Servers
Database Performance Staging Table Row Count Resource Pool
Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse | Rule All Management Servers
Database ManagedEntity Staging Table Row Count Resource Pool
Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse Rule All Management Servers
Database Event Staging Table Row Count Performance Resource Pool

Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse | Monitor All Management Servers

10
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Database Alert Staging Table Row Count 2 State
Threshold Monitor

Resource Pool

OpsMgr 2012 Self Maintenance Data Warehouse | Monitor All Management Servers

Database Event Staging Table Row Count 2 State Resource Pool

Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse | Monitor All Management Servers

Database Managed Entity Staging Table Row Count 2 Resource Pool

State Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse | Monitor All Management Servers

Database Performance Staging Table Row Count 2 State Resource Pool

Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse | Monitor All Management Servers

Database State Staging Table Row Count 2 State Resource Pool

Threshold Monitor

OpsMgr 2012 Self Maintenance All Management | Monitor All Management Servers

Servers Patch List Consistency Consecutive Samples Resource Pool

Monitor

OpsMgr 2012 Self Maintenance Operational Database | Monitor All Management Servers

LocalizedText Table Health Monitor Resource Pool

OpsMgr 2012 Self Maintenance Management Servers | Monitor All Management Servers

in Maintenance Mode Monitor Resource Pool

OpsMgr 2012 Self Maintenance Check Data Warehouse | Monitor Data Set

Database Daily Aggregation 3-State Monitor

OpsMgr 2012 Self Maintenance Check Data Warehouse | Monitor Data Set

Database Hourly Aggregation 3-State Monitor

OpsMgr 2012 Self Maintenance Local Management | Monitor OpsMgr 2012 Self

Server in Maintenance Mode Monitor Maintenance
Management Server
Maintenance Mode
Watcher

OpsMgr 2012 Self Maintenance Management Server | Monitor Management Server

Default Action Account Local Admin Privilege Monitor

OpsMgr 2012 Self Maintenance Management Server | Monitor All Management Servers

Default Action Account OpsMgr Admin Privilege Resource Pool

Monitor

OpsMgr 2012 Self Maintenance Management Server @ Discovery Health Service

and Agent Patch List Discovery

Get Current Patch List Agent Task Health Service

Configure Health Rollup Agent Task Group

Enable Agent Proxy For All Agents Agent Task All Management Servers
Resource Pool

Get Currently Connected Users to the MS Agent Task Management Server

Backup Management Packs Agent Task All Management Servers
Resource Pool

Get DW Retention Agent Task Management Server

Get Management Groups Agent Task Agents

Get Workflow Name(ID) Agent Task All Management Servers
Resource Pool

Reset Monitor Health State Agent Task All Management Servers
Resource Pool

Remove Obsolete MP References Agent Task All Management Servers

11
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Resource Pool

State View for RMS Emulator State View RMS Emulator

State View for Management Servers State View Management Server

State View for All Management Servers Resource Pool State View All Management Servers
Resource Pool

State View for Unhealthy Health Service Watchers State View Health Service Watcher

State View for Groups State View Group

State View for Health Service State View Health Service

Performance view for DW Data Set Perf View Data Set

Performance view for SDK Connection Total Perf View

Performance view for DW Staging Table Row Count Perf View

OpsMgr 2012 Self Maintenance Management Server @ Discovery OpsMgr 2012 Self

Maintenance Mode Watcher Discovery Maintenance
Management Server
Maintenance Mode
Watcher

12
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4.3 OpsMgr Self Maintenance OMS Add-On Management Pack

Workflow Name Type Target

OpsMgr Self Maintenance OMS Server Heartbeat Node = Discovery Management Server

On Management Server Discovery

OpsMgr Self Maintenance OMS Server Heartbeat Node | Discovery Gateway Server

On Gateway Server Discovery

OpsMgr Self Maintenance OMS Server Heartbeat Node @ Discovery Agent

On Agent Discovery

OpsMgr 2012 Self Maintenance Data Warehouse | Rule Data Set

Database Aggregation Process OMS Performance

Collection Rule

OpsMgr Self Maintenance All Management Servers Rule All Management Servers

Resource Pool OMS Heartbeat Event Rule Resource Pool

OpsMgr Self Maintenance Health Service OMS | Rule OpsMgr Self Maintenance

Heartbeat Event Rule OMS  Server Heartbeat
Node

OpsMgr Self Maintenance All Management Servers Rule All Management Servers

Resource Pool OMS Heartbeat Event Rule Resource Pool

OpsMgr Self Maintenance Health Service OMS | Rule OpsMgr 2012 Self

Heartbeat Event Rule Maintenance Management
Server Maintenance Mode
Watcher

OpsMgr 2012 Self Maintenance Data Warehouse Rule All  Management Servers

Database ManagedEntity Staging Table Row Count Resource Pool

OMS Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse | Rule All  Management Servers

Database Alert Staging Table Row Count OMS Resource Pool

Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse Rule All  Management Servers

Database Event Staging Table Row Count OMS Resource Pool

Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse | Rule All  Management Servers

Database Performance Staging Table Row Count OMS Resource Pool

Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse Rule All  Management Servers

Database State Staging Table Row Count OMS Resource Pool

Performance Collection Rule

Collect All Management Server SDK Connection Count | Rule All  Management Servers

OMS Performance Rule Resource Pool

OpsMgr 2012 Self Maintenance Audit Agent Tasks Rule All Management Servers

Result OMS Event Collection Rule

Resource Pool

13
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5 Configurations

5.1 Overview

All the discoveries, rules and monitors from the OpsMgr Self Maintenance management packs are
disabled by default. This is to ensure OpsMgr administrators only turn on the workflows that are
required for the OpsMgr environments they support and configure the required parameters for
workflows to suit the environment.

The agent tasks from the management packs are enabled by default.

An unsealed override management pack is provided for each version of the OpsMgr Self
Maintenance MP. OpsMgr administrators can use provided unsealed override MP for customization
or they can also create their own override MPs for this purpose.

5.2 Detailed Configuration Steps

5.2.1 Balancing OpsMgr Agents across multiple management servers
Workflow Names:

e OpsMgr 2007 R2 Self Maintenance Balance Agents Rule

e OpsMgr 2012 Self Maintenance Legacy Balance Agents Data Source (Designed for OpsMgr
2007)

e  OpsMgr 2012 Self Maintenance Balance Agents Within Resource Pool Rule

It is very common that OpsMgr agents are installed using deployment tools such as System Center
Configuration Manager or it is built-in as part of the SOE build. OpsMgr administrators rarely have to
push agents out via Discovery method using OpsMgr operational console.

When OpsMgr agents are installed using deployment tools, the primary management server’s FQDN
which the agent reports to is specified as part of the installation command line. As the result, when
the agents are installed using this method, all agents will end up reporting to a single management
server.

In a large environment, where the OpsMgr management group contains multiple management
servers for agent management, OpsMgr administrators often have to manually balance agents
across multiple management servers.

These workflows serve this purpose by rule scripts on a schedule and automatically balance agents
across management servers.

5.2.1.1 For OpsMgr 2007 R2 Environments
The workflow designed for this task is called “OpsMgr 2007 R2 Self Maintenance Balance Agents
Rule”. The following parameters can be configured using overrides:

e AgentsOnRMS (Boolean): Whether agents should move agents to/from RMS.

o ExcludingMgmtServers: A list of management servers (separated by comma“”) to be
excluded (untouched) when the rule runs. l.e. if there are dedicated management servers for
network devices, they should be added to this list.

o IntervalHours: How often (in hours) does this rule run.

14
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e MaxAgentsToMove: Maximum number of agents to be moved at a time.
e SyncTime: Optional, what time does the rule run.
e TimeoutSeconds: Timeout in seconds for the PowerShell script inside the rule.

An information alert is generated if any agents have been moved by the rule.
Note:

If any management servers are configured to be excluded, all the agents that report to the excluded
management servers are not touched by this rule.

Gateway servers are automatically excluded by the script. There is no need to manually add gateway
servers to the exclusion list.

5.2.1.2 For OpsMgr 2012 Environments

The “OpsMgr 2007 R2 Self Maintenance Balance Agents Rule” has been renamed to “OpsMgr 2012
Self Maintenance Legacy Balance Agents Rule (Designed for OpsMgr 2007)”. Even though this rule
still works in OpsMgr 2012 environment, it’s recommended to use the rule “OpsMgr 2012 Self
Maintenance Balance Agents within Resource Pool Rule” as it is specifically designed for 2012
environments.

“OpsMgr 2012 Self Maintenance Balance Agents within Resource Pool Rule” is targeting the “All
Management Servers Resource Pool” as opposed to RMS in the 2007 version. It balances the agents
among all management servers within a given resource pool. The following parameters can be
configured using overrides for “OpsMgr 2012 Self Maintenance Balance Agents within Resource Pool
Rule”:

e IntervalHours: How often (in hours) does this rule run.

o ResourcePoolName: Resource Pool Name

e MaxAgentsToMove: Maximum number of agents to be moved at a time.

e SyncTime: Optional, what time does the rule run.

e TimeoutSeconds: Timeout in seconds for the PowerShell script inside the rule.

An information alert is generated if any agents have been moved by the rule.
Note:

Any agents that are managed by management servers outside of the configured resource pool are
not touched by this rule.

Gateway servers are automatically excluded even when the configured resource pool contains both
management servers and gateway servers.

5.2.2 Remove Disabled Discovery Instance
Workflow Names:

e  OpsMgr 2007 R2 Self Maintenance Remove Disabled Discovery Objects Rule
e OpsMgr 2012 Self Maintenance Remove Disabled Discovery Objects Rule

15
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These workflows are designed to remove objects that where discovered by already disabled
discoveries from the database. For more information, please refer to this blog article:
http://blogs.technet.com/b/jonathanalmquist/archive/2008/09/14/remove-
disabledmonitoringobject.aspx

The scripts inside the 2007 and 2012 versions of workflows are different, however, the configurable
parameters are the same. The following parameters can be configured via overrides:

e IntervalHours: How often does the rule run. By default, every 24 hours.

e SyncTime: What time does the rule run. By default, 20:30

e TimeoutSeconds: Timeout in seconds for the PowerShell script inside the rule. By default,
3600 seconds.

5.2.3 Management packs Backup
Workflow Names:

e OpsMgr 2007 R2 Self Maintenance Management Packs Backup Rule
e OpsMgr 2012 Self Maintenance Management Packs Backup Rule

These rules run on a schedule and backup management packs that are currently loaded in the
management group.

There are many community written MPs for this purpose, the rules from these management packs
can be configured to also export (backup) sealed management packs. When they are configured to
backup sealed MPs, the sealed MPs are exported to unsealed (XML) MPs.

A critical alert is raised when the backup failed.

| found this option useful sometimes when | wanted to quickly check the content of a sealed MP, all |
had to do was to go to the backup destination and open the unsealed XML version using a text editor.
It can also be useful when you need to quickly restore an in-house written MP. All you have to do is
to grab the unsealed version of the MP from backup destination and seal it again using your own key.

The following parameters can be configured via overrides:

e IntervalSeconds: Schedule frequency in seconds

e SyncTime: Time when the rule runs. It's recommended to configure this rule to rule BEFORE
the nightly OS backup for the destination so they are backed up to backup media.

e BackuplLocation: Backup destination. It can be a local folder or a UNC path. For the 2012
version, since this rule will potentially run on any management server in "All Management
Servers Resource Pool", please use a UNC path instead of local path so MPs are backed up
to a centralized location.

e BackupSealedMP (Boolean): Default value is set to true. Set it to false if sealed
management packs do not need to be exported during the backup process.

e RetentionDays: Backup file retention. Any backup sets older than the retention period will
be deleted.

e TimeoutSeconds: Timeout in seconds for the PowerShell script within this rule. Default is
900 seconds (15 minutes). Increase it if it's required.
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Prior to enabling this job, please make sure the backup destination folder exists and the
management server’s action account has least Modify NTFS permission and Change Share
permission to the destination folder.

Note:

The PowerShell script used by these workflows automatically creates a subfolder under
“BackupLocation” with the name of the management group and management packs will be backed
up to the sub-folder. In an environment with multiple OpsMgr management groups, administrators
can use a single backup location for multiple management groups.
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5.2.4 Covert All Agents to Remote Manageable
Workflow Names:

e OpsMgr.2007.R2.Self.Maintenance.Convert.All.Agents.To.Remote.Manageable.Rule
e OpsMgr 2012 Self Maintenance Convert All Agents To Remote Manageable Rule

These workflows runs on a schedule and convert any manually installed OpsMgr agents to “Remote
Manageable” by using SQL command “UPDATE MT_HealthService SET IsManuallylnstalled=0
WHERE IsManuallyInstalled=1" against the operational DB.

If any agents have been converted, an information alert is created indicating number of agents been
converted. For environments that are fairly static, this rule may not be required (or required to run
less often).

The following parameters can be customized via overrides:

e IntervalHours: How often the rule is set to run, default is every 12 hours.

e SQLQueryTimeoutSeconds: timeout second for the SQL query execution within the
PowerShell script. Default is 120 seconds.

e SyncTime: time when the rule runs.

e TimeoutSeconds: timeout seconds for the PowerShell script used by the rule.

Note:

If both this rule and the balance agents rule are enabled, it's recommended to schedule this rule to
run first, because agents need to be remotely manageable to move to other management servers.
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5.2.5 Detect Stale State Change Events in Database
Workflow Names:

e OpsMgr 2007 R2 Self Maintenance Stale State Change Events Detection Rule
e OpsMgr 2012 Self Maintenance Stale State Change Events Detection Rule

These workflows detects if stale state change events exist in the database (event age older than the
state change event data grooming setting). This is because state change events created by already
disabled monitors are not groomed out by the grooming jobs. A critical alert is raised when the
earliest state change event in the database is more than 1 day older than the “State change events
data” grooming setting. The SQL command used to delete these events is included in the knowledge
article of the rule.

For more information, please refer to this blog article:
http://blogs.technet.com/b/kevinholman/archive/2009/12/21/tuning-tip-do-you-have-monitors-
constantly-flip-flopping.aspx

The following parameters can be customized using overrides:

o DaysOfWeekMask: The day of the week when the rule runs. This rule does not need to run
too often, the default is every Sunday. Please refer to the PublicSchedulerType definition
http://msdn.microsoft.com/en-us/library/ee692976.aspx if you wish to modify which day(s)

this rule should run.

e StartTime: Time when the run rules. Default is 3:00am (Sunday)

e SQLQueryTimeout: timeout second for the SQL query execution within the PowerShell script.
Default is 120 seconds.

e TimeoutSeconds: timeout seconds for the PowerShell script used by the rule.

Note:

The table below outlines what the integer value of the “DaysOfWeekMask” represents:

Day Value
Sunday 1
Monday 2
Tuesday 4
Wednesday 8
Thursday 16
Friday 32
Saturday 64

To specify a single day, enter the enumerator value for that day directly into the DaysOfWeekMask
configuration element.

To specify multiple days, add the enumerator values for the days together. For example, for Monday,
Wednesday, and Friday, specify 42 (2+8+32).
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5.2.6 C(Close Old Rule-Generated Alerts (Version 1.0.0.0 Only)
Workflow Names:

e OpsMgr 2007 R2 Self Maintenance Close Aged Rule Generated Alerts Rule
e OpsMgr 2012 Self Maintenance Close Aged Rule Generated Alerts Rule

These workflows close rule generated alerts. The following parameters can be customized via
overrides:

o CloseCriticalAlerts (Boolean): Whether critical alerts should be closed.

o CloselnfoAlerts (Boolean): Whether information alerts should be closed.

e CloseWarningAlerts (Boolean): Whether warning alerts should be closed.

o DaysToKeep: Alerts maximum age before been closed.

e IntervalSeconds: How often in seconds the rule runs. By default, 86400 seconds (1 day).

This rule adds a comment to the alert upon closing:

ol Alert Properties

General | Product Knowledge | Company Knowledge | History | Alert Context | Custom Fields
Alert History

22/02/2014 5:20 PM - Modified by
Closed by OpsMgr 2012 Self Maintenance Management Pack

If there are any alerts failed to be closed, a warning alert is generated.

5.2.7 C(Close Old Rule Generated Alerts (Version 2.0.0.0, OpsMgr 2012 Only)
Workflow Name:

e OpsMgr 2012 Self Maintenance Close Aged Rule Generated Alerts Rule
This rule close rule generated alerts. The following parameters can be customized via overrides:

e CloseCriticalAlerts (Boolean): Whether critical alerts should be closed.

e CloselnfoAlerts (Boolean): Whether information alerts should be closed.

e CloseWarningAlerts (Boolean): Whether warning alerts should be closed.

e DaysToKeep: Alerts maximum age before been closed.

e IntervalSeconds: How often in seconds the rule runs. By default, 86400 seconds (1 day).

o UselastModifiedDate: Default value is set to false. Set it to true if you wish to filter alerts
using 'LastModified' date rather than 'TimeRaised' date. When set to true, only alerts that
have not been updated for the given period will be closed.

Note:
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This rule has been updated in version 2.0.0.0 for OpsMgr 2012. It now has an option to use
“LastModified” date rather than “TimeRaised” date. This is to cater in situations where alerts
suppression is configured for the alert generating rule, administrators may not want to close the
alert if the Repeat Count is still increasing.

5.2.8 Enable Agent Proxy for all agents
Workflow Names:

e OpsMgr.2007.R2.Self.Maintenance.Enable.Agent.Proxy.Rule
e OpsMgr 2012 Self Maintenance Enable Agent Proxy Rule

These workflows runs on a schedule and enables Agent Proxy setting for all OpsMgr agents. They use
the script posted in this blog article: http://blog.tyang.org/2012/09/06/powershell-script-to-enable-
scom-agent-proxy-in-a-more-efficient-way/

The following parameters can be customized via overrides:

e IntervalSeconds: How often in seconds the rule runs. By default, 86400 seconds (1 day).

[ ]

e SQLQueryTimeout: timeout second for the SQL query execution within the PowerShell script.
Default is 120 seconds.

e TimeoutSeconds: timeout seconds for the PowerShell script used by the rule.
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The script used in the workflows logs an information event with event ID 15000 in the Operations
Manager event log on the management server where it ran from (RMS for 2007 version).

Event 13000, Health Service Script

General | Details

Enable-AgentProxy.ps1 : Number of agent proxy enabled: 1

Log Mame: Operations Manager

Source: Health Service Script Logged: 27/02/2013 11:30:02 PM

Event ID: 15000 Task Category: Mone

Level: Information Keywords: Classic

User: MN/A Computer: OPSMGRMSD2.corp.tyang.org
OpCode:

Meore Information:  Event Leg Online Help

5.2.9 Collect Total SDK Client Connections among All Management Servers (For OpsMgr
2012 Only)
Workflow Name:

e Collect All Management Server SDK Connection Count Rule

This performance collection rule runs on a schedule to collect SDK connection count from each
management server in the OpsMgr 2012 management group and present the total number of SDK
connections as performance data.

The performance data can be access either via any performance reports or performance views in
operational console.

e Target: All Management Servers Resource Pool
e Perf Data Object: OpsMgr SDK Service
o Perf Data Counter: Total Client Connections

5.2.10 Checking the size of LocalizedText table in Operational DB
Workflow Names:

e OpsMgr 2007 R2 Self Maintenance Operational Database LocalizedText Table Health
Monitor
e OpsMgr 2012 Self Maintenance Operational Database LocalizedText Table Health Monitor

These monitors detect if the LocalizedText table is the largest table in the Operational database and
the row count is above configured threshold. These monitors run on a schedule (by default once a
day), and raises alert if LocalizedText table is the largest table AND the row count is above
configured threshold (default threshold is 1,000,000).
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For more information in regards to LocalizedText table, please refer to this blog article:
http://blogs.technet.com/b/kevinholman/archive/2008/10/13/does-your-opsdb-keep-growing-is-
your-localizedtext-table-using-all-the-space.aspx

The following parameters can be customized via overrides:

e IntervalHours: How often does the monitor run. By default, every 24 hours.

e SQLQueryTimeout: timeout second for the SQL query execution within the PowerShell script.
Default is 300 seconds.

e RowCountThreshold: The row count threshold, default is 1,000,000 (1 million).

e SyncTime: time when the monitor runs.

e TimeoutSeconds: timeout seconds for the PowerShell script used by the rule.

5.2.11 Detecting Management Servers in Maintenance Mode (For OpsMgr 2012 only)
Workflow Name:

e OpsMgr 2012 Self Maintenance Management Servers in Maintenance Mode Monitor

This monitor targets All Management Servers Resource Pool and runs a schedule to check if any
OpsMgr 2012 management servers have been placed into maintenance mode.

A critical alert is generated if any management servers have been placed into maintenance mode.
There are 2 overrideable parameters that can be used to customize this monitor:

e IntervalSeconds: How often is this monitor set to run. Default is 300 (5 minutes).
e TimeoutSeconds: Timeout value for the PowerShell script that is used by this monitor.

Note:
This monitor will only work under below conditions:

e There are multiple management servers in the OpsMgr 2012 management group.

e Only less than half of the management servers have been placed in maintenance mode. This
is because when over half of the management servers have lost heartbeat or been placed
into maintenance mode, the “All Management Servers Resource Pool” becomes offline and
workflows (including this monitor) targeting this resource pool no longer runs. This is a
known issue.

5.2.12 Agent Task: Enable Agent Proxy For All Agents
This agent task is available in both version of the management pack. For 2007 agent. The task in
2007 version is targeting RMS and the 2012 version is targeting All Management Servers resource

pool.

This task runs the same write action module as the Enable Agent Proxy For All Agents rule.
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5.2.13 Agent Task: Backup Management Packs

This agent task is available in both version of the management pack. For 2007 agent. The task in
2007 version is targeting RMS and the 2012 version is targeting All Management Servers resource
pool.

This task can be used to manually backup management packs.

5.2.14 Agent Task: Get Current Connected Users to MG / MS
This agent task is available in both version of the management pack. For 2007 agent. The task in
2007 version is targeting RMS and the 2012 version is targeting Management Servers.

This task displays the user names who are currently connected to the SDK service on the RMS (for
OpsMgr 2007) and for the particular management server (for OpsMgr 2012).

i.e.

@ Help
Thetask completed successfully.
Task Status Task Target
@Get Currently Connected Use,.. Success opsmgrms02.corp. tyang.org
Task Output | 52 Copy Text 52 Copy HTML
@ Get Currently Connected Users to the MS Task Description ~
Status: Success
Scheduled Time:  3/03/2013 12:29:38 AM
Start Time: 3/03/2013 12:29:38 AM

Submitted By: CORP\admin.ty
Run As:

Run Location:

Target:

Target Type: Management Server
Categony: Operations
Task Output:

W

You can close this dialog at any time. Doing so will not interrupt executing tasks. You can check the status of tasks
in a task status view.
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5.2.15 Agent Task: Get DW Retention (For OpsMgr 2012 Only)

This agent task is targeting the management server class and it runs a script which then calls the
dwdatarp.exe which is embedded in the management pack bundle as a binary resource. The task
displays the data retention period for each data warehouse data set:

The task completed successfully.

Task Status Task Target
(Z)Get DW Retention Success opsmgrms03, carp. tyang.arg

Task Output

ou can dose this dialog atany time. Doing so will not interrupt executing tasks. You can check the status of tasks in 2 task status view.

Note:

Dwdatarp.exe is a standalone tool released by Microsoft. For more information regarding to
dwdatarp.exe, please refer to the following blog article:

http://blogs.technet.com/b/momteam/archive/2008/05/14/data-warehouse-data-retention-policy-
dwdatarp-exe.aspx

5.2.16 Detecting User Defined Overrides in the Default Management Pack (For OpsMgr
2012 Only)

The “OpsMgr 2012 Self Maintenance Detect User Defined Overrides in Default MP Rule” detects any

user defined overrides that are saved in the OpsMgr 2012 Default Management Pack

This rule targets the “All Management Servers Resource Pool” and it is triggered when an updated
Default Management Pack is received by the management group. It then executes a PowerShell
script to detect user defined overrides in the default MP. This rule can be modified using the
following override parameters:

o  MinutesToCheck: used by the PowerShell script, it looks for any user defined overrides
created since x minutes ago. When set this value to 0, the script will look for ALL user
defined overrides. The Default value is 10.
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e TimeoutSeconds: Defines the number of seconds allowed for the PowerShell script
execution. Default value is 120.

An alert is generated when users have saved overrides in the Default Management Pack. This is
against the OpsMgr best practice. It will create unnecessary dependencies between the default MP
and other MPs, which will cause problems when deleting management packs.

To resolve the issue, firstly, identify and remove the override. Then export the default MP, delete
the reference to the source MP and re-import the default MP back to the management group.

Note:

This rule is triggered events in the Operations Manager event log. When all of the following
conditions are true:

e EventID=1201

e Event Source = HealthService

e The first parameter in the event data ="
Microsoft.SystemCenter.OperationsManager.DefaultUser” (the default management pack)

This rule will not alert on the two (2) built-in overrides stored in the Default Management Pack.

For more information in regards to cleaning up the Default Management Pack, please refer to the
article blow:

http://blogs.technet.com/b/kevinholman/archive/2008/11/11/cleaning-up-the-default-mp.aspx
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5.2.17 Collecting the Outstanding Number of Data Sets to be Processed by DW DB
Aggregation Processes (For OpsMgr 2012 Only)

The “OpsMgr 2012 Self Maintenance Data Warehouse Database Aggregation Process Performance

Collection Rule” collects the outstanding count of dataset still to be processed by the DW DB hourly

and daily aggregation process. Higher count may indicate there is a performance related issue with

the OpsMgr Data Warehouse Database. This rule is adopted from Michel Kamp's blog post:

http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-dwh-aggregations/

The performance data collected by this rule can be viewed in the “Standard Data Set Performance
View”:

Menitoring < Standard Data Set Performance View

> ['4 Microsoft Windows Internet Information Serviees ~
> U4 Microsoft Windows Server 1
> "4 Network Monitoring
> [ Operations Manager
4 (., OpsMgr2012 SelfMaintenance 0.8
EE¥] All Management Servers Resource Pool
[fE¥] Management Server

[E¥] Root Management Server Emulator 06—
17| standard Data Sat

i

> (@ PRO
> [’ Service Manager
> [ Synthetic Transaction 02—
4 (g System Center 2012 Configuration Manager
(2] Active Alerts
<] Hierarchy Diagram 0
5] Servers and site System Roles 23/07/2013 12:00 AM 23/07/2013 4:00 AM 23/07/2013 8:00 AM 2307
] sites
> _g, Distribution Points Legend

> g, Management Points 4, Look for: All ltems -
> [, Performance

REEEREEREEEEEEREERE

Col.. Path Target Rule Object Counter Instance
» g Site Replicatiors

, [T Site Severs Client Monitori.. OpsMgr 2012 Se... Standard Dataset AggregationsTo... Daily
>[4 Software Update Points

> [ System Center Orchestrator

Alert data set OpsMor 2012 Se... Standard Dataset AggregationsTo... Hourly
Microsoft.Wind... OpsMgr2012 Se.. Standard Dataset AggregationsTo... Daily

| Test Pack Client Monitori.. OpsMgr 2012 Se... Standard Dataset AggregationsTo... Hourly
] TYANG Custom AD Monitoring v Performance dat... OpsMgr 2012 Se... Standard Dataset AggregationsTo... Daily
< > Performance dat... OpsMgr 2012 Se... Standard Dataset AgagregationsTo... Hourly

Show or Hide Views... Event data set OpsMgr 2012 Se... Standard Dataset AggregationsTo... Daily

Hlew View » Eventdataset  OpsMgr2012 Se.. Standard Dataset AggregationsTo... Hourly
State dataset  OpsMgr2012 Se.. Standard Dataset AggregationsTo... Daily
Bl Monitoring State dataset  OpsMgr2012 Se.. Standard Dataset AggregationsTo... Hourly

" X Microsoft.wind... OpsMgr 2012 Se... Standard Dataset AggregationsTo... Daily
A Authoring

Microsoft.Wind... OpsMgr 2012 Se... Standard Dataset AggregationsTo... Hourly
|‘:' Reporting Microsoft.Wind... OpsMgr 2012 Se... Standard Dataset AggregationsTo... Daily

,‘ s et Microsoft.Wind... OpsMgr 2012 Se... Standard Dataset AggregationsTo.. Hourly

Eﬂ My Workspace

Alert data set OpsMor 2012 Se... Standard Dataset AggregationsTo... Daily
—_ Microsoft.Wind... OpsMgr 2012 Se... Standard Dataset AggregationsTo... Hourly

Microsoft.Wind... OpsMar 2012 Se... Standard Dataset AqareqgationsTo.. Daily

By default, this rule runs hourly against DW standard Data Sets. There are also two (2) separate 3-
state monitors from this management pack that would generate alerts when the outstanding data
sets are above configured thresholds.

There are several possible causes for the higher performance reading. More information can be
found from this article: http://blogs.technet.com/b/operationsmgr/archive/2011/09/06/standard-
dataset-maintenance-troubleshooter-for-system-center-operations-manager-2007.aspx

For additional information in regards to this issue, please refer to the article below:
http://michelkamp.wordpress.com/2012/04/10/scom-dwh-aggregations-data-loose-tip-and-tricks/
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5.2.18 Configuring Failover Management Servers for Agents within a Resource Pool (For
OpsMgr 2012 Only)

The “OpsMgr 2012 Self Maintenance Configure Agents Failover within Resource Pool Rule” runs on

ALL management servers according to a schedule and configure failover management servers for

agents reporting to the management server if the management server is a member of the resource

pool as defined via the override. All other management servers that are member of the defined

resource pool will be configured as failover management servers for the agents.

This rule can be customized using overrides:

e IntervalHours: How often (in hours) does this rule run.

e ResourcePoolName: Resource Pool Name.

o MaxAgentsToConfig: Maxinum number of agents to be configured at a time.

e SyncTime: What time does this rule run.

e TimeoutSeconds: Timeout in seconds for the PowerShell script inside the rule. Note: in a
large management group, this script may take a long time to run.

This rule will configure failover management servers for agents which the number of current failover
management server does not equal to the number of the remaining management servers (not
including the primary management server) within the resource pool. This script will not make any
configuration changes if it is being targeted to a gateway management server or if the targeted
management server is not a member of the resource pool.

An information alert is generated if the rule has configured at least one (1) agent(s) on the
management server.

Note:

This rule is targeting every management server due to concerns with performance. The script within
this workflow checks if the targeted management server is a member of the defined resource pool.
It will not continue if the management server is not a member.

III

The “Balancing agents within resource pool” rule also configures failover management servers for
agents when the agents are being moved. However, if the agent has never been moved to another
management server by the balancing agents rule, the failover management servers would not be

configured. Therefore this rule fills the gap by configuring all required agents.

5.2.19 Monitoring Outstanding DW Data Sets to be aggregated (For OpsMgr 2012 Only)
Workflow Names:

e OpsMgr 2012 Self Maintenance Check Data Warehouse Database Daily Aggregation 3-State
Monitor

e OpsMgr 2012 Self Maintenance Check Data Warehouse Database Hourly Aggregation 3-
State Monitor
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These two (2) mornitors run on a schedule and check for number of DW standard data sets that are
waiting to be aggregated (aggregation type: Hourly and Daily). These two (2) monitors are adopted
from Michel Kamp's blog post: http://michelkamp.wordpress.com/2013/03/24/get-a-grip-on-the-

dwh-aggregations/

By default, these monitors run hourly and have 2 thresholds. The default warning threshold is
configured to 4 and critical threshold is configured to 10.

There are several possible causes for this monitor to become unhealthy. More information can be
found from this article: http://blogs.technet.com/b/operationsmgr/archive/2011/09/06/standard-
dataset-maintenance-troubleshooter-for-system-center-operations-manager-2007.aspx

The instruction provided from the article below can be used as a guide to rectify the issue:

http://michelkamp.wordpress.com/2012/03/23/dude-where-my-availability-report-data-from-the-

scom-dwh/

Additional Information:

http://michelkamp.wordpress.com/2012/04/10/scom-dwh-aggregations-data-loose-tip-and-tricks/

5.2.20 Detect Manually Closed Monitor-Generated Alerts (For OpsMgr 2012 Only)
Workflow Name:

e OpsMgr 2012 Self Maintenance Detect Manually Closed Monitor Alerts Rule

This rule runs on a schedule and detects if any monitor-generated alerts have been closed manually
by OpsMgr operators. A warning alert is generated with when manually closed monitor-generated
alerts are detected:

Alert Details v
A\ Monitor Generated Alerts Have been Manually Closed Alert Description
ST 5 All Management Servers Resource Pool Over the last 1440 minutes, 3 monitor generated alert(s) have been closed
Full Path Name: All Management Servers Resource Pool manually by 2 users:
TS | OpsMar 2012 Self Maintenance Detect Manually Closed CORPtyang: 1 alert(s)
ERpUC ~' Monitor Alerts Rule CORP\admin.ty: 2 alert{s)
Created: 18/08/2013 12:40:00 PM
Knowledge: =] view additional knowledge...

Summary
The “OpsMgr 2012 Self Maintenance Detect Manually Closed Monitar Alerts Rule” runs on a schedule and detects if any monitor-generated alerts have been closed
manually by OpsMgr operators.

Configuration

By default, this rule runs once a day at 00:05am and detects if any monitor-generated alerts were closed manually since last run. The following parameters are
configurable via overrides:

IntervallMinutes: Schedule frequency in minutes. The interval cannot be longer than the Operational DB Grooming setting for Resolved Alerts (by default 7 days).

SyncTime: Time when the rule runs.

TimeoutSeconds: Timeout in seconds for the PowerShell script within this rule. Default is 900 seconds (15 minutes). Increase it if it's required.
Causes

Monitor generated alerts should not be closed manually.

Resolutions

You may need to reset health on the objects where the monitors are targeted.

Additional Information

Alerts that are raised by the monitors should not be manually resolved in Operations Manager

Impact of Closing an Alert

Hide inowiedge

By default, this rule runs once a day at 00:05am and detects if any monitor-generated alerts were
closed manually since last run. The following parameters are configurable via overrides:
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IntervalMinutes: Schedule frequency in minutes. The interval cannot be longer than the Operational
DB Grooming setting for Resolved Alerts (by default 7 days).

SyncTime: Time when the rule runs.

ResetUnitMonitors: When set to 'true’, the rule will also reset the health state of the monitor of
which generated the alert if the monitor is a unit monitor and its state is warning or error.

TimeoutSeconds: Timeout in seconds for the PowerShell script within this rule. Default is 900
seconds (15 minutes). Increase it if it’s required.

More information regarding to this behaviour:

Alerts that are raised by the monitors should not be manually resolved in Operations Manager

Impact of Closing an Alert

Note:

This rule has been updated in Version 2.5, which added an overrideable parameter
“ResetUnitMonitors”.
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5.2.21 Agent Task: Get Management Groups (For OpsMgr 2012 Only)
This agent task is targeting the “Agent” object in OpsMgr 2012. it displays the management group(s)
that are currently configured on the agent.

B!

@ Help
Thetask completed successfully.
Task Status Task Target
(£)Get Management Groups Success mgmt0 1.corp.tyang.org
Task Output 53 Copy Text 53 Copy HTML
(£ Get Management Groups Task Description ~
Status: Success
Scheduled Time:  23,/02/2014 1:00:58 AM
Start Time: 23/02/2014 1:00:58 AM

Submitted By: CORPyadmin.ty
Run As:

Run Location:

Target:

Target Type: Agent
Category: Operations

Qutput

Exit Code: 0
W

You can dose this dizlog at any time. Daing so will not interrupt executing tasks. You can check the status of tasksin a
task status view.

Close

5.2.22 Auto Approve Manually Installed Agents based on Agents computer name and
domain name regular expression match (For OpsMgr 2012 Only)
Workflow Name:

e OpsMgr 2012 Self Maintenance Approve Manual Agents Rule
By default in OpsMgr, there are 3 possible options for manually installed agents:

e Reject all
e Automatically Approve all
e Manually Approve by OpsMgr administrators

The “OpsMgr 2012 Self Maintenance Approve Manual Agents Rule” runs on a schedule and approve
manually installed agents of which computer name and domain name match the configurable
computer name and domain name regular expression. This rule presents 2 benefits:

1. Allow OpsMgr to automatically approve agents based on preconfigured naming convention.
It eliminates the needs for administrators to manually approve agents.
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2. Agents approvals are staged. This prevents large number of agents are approved at once. In
a large OpsMgr environment, this is particularly important as approving a large number of
agents at once could consume a lot of system resources on management servers to transfer
management packs and process the initial discovery workflows submitted from the agents.

This rule can be customized using overrides:

IntervalMinutes: How often (in minutes) does this rule run.

AgentNameRegex: Regular Expression for acceptable Agent computer names
AgentDomainRegex: Regular Expression for acceptable Agent domain names
MaxToApprove: Maxinum number of manually installed agents to be approved at a time.
SyncTime: What time does this rule run.

TimeoutSeconds: Timeout in seconds for the PowerShell script inside the rule.

This rule will approve manually installed agents (up to the number configured for MaxToAPprove) if
both agent's computer name and domain name match configured regular expressions.

An information alert is generated if the rule has approved at least one (1) agent(s).

Alert Details

i Some Manually Installed Agents have been approved Alert Description

G [@ All Management Servers Resaurce Pool According to the agent computer name and domain name regular expression configured in the OpsMar 2012
Full Path Name: All Management Servers Resource Pool Self Maintenance Approve Manual Agents Rule, 2 manually installed agent(s) have been approved.
Alert Rule: _J OpsMgr 2012 Self Maintenance Approve Manual Agents Rule

Crestod: R Agent Computer Name Regex: CLIENT

i B T Agent Domain name Regex: * corp fyang.org$
Please Check to the alert context for the list of approved agents.

nowledge: iew additional knowledge...
Knowled: = View additianal knowled
Summary

The “Opshigr 2012 Self Maintenance Approve Manual Agents Rule runs on a schedule and approve manually installed agents of which computer name and domain name match the configurable computer name and domain
name TEQU‘BT expression.

Configuration

This rule can be customized using overrides:

The list of approved agents is available in Alert Context:

ol Alert Properties

General | Product Knowledge | Company Knowledge | History | Alert Context | Custom Fields

Date and Time:
Property Name
AgentNameRegex
AgentDomainRegex
ApprovedComputers
ApprovedCount
MaxToApprove

<
£

32



ﬂConsulﬂng

5.2.23 Detect if each individual management server is in maintenance mode (For OpsMgr
2012 Only)
Workflow Names:

e OpsMgr 2012 Self Maintenance Management Server Maintenance Mode Watcher Discovery
e OpsMgr 2012 Self Maintenance Local Management Server in Maintenance Mode Monitor

e OpsMgr.2012.Self.Maintenance.Local.Management.Server.In.Maintenance.Mode.Monitor.R
ecovery.Task

This monitor is different than the “OpsMgr 2012 Self Maintenance Management Servers in
Maintenance Mode Monitor” from Section 5.2.11 of this document. It is different in the following
ways:

1. Instead of running the workflow on “All Management Servers Resource Pool”, a separate
unhosted class called “OpsMgr 2012 Self Maintenance Management Server Maintenance
Mode Watcher” is created for the management servers.

o This class is discovered on each OpsMgr management server but it is not hosted by
Windows Computer. | have taken this idea from Kevin Holman’s blog article How to
create workflows that wont go into Maintenance Mode. By doing so, the monitor
that’s targeting this class will still run even when the management server’s Windows
Computer object has been placed into maintenance mode.

o The “OpsMgr 2012 Self Maintenance Management Servers in Maintenance Mode
Monitor” from Section 5.2.11 has a limitation that it will only generate alerts when
more than 50% of members of “All Management Servers Resource Pool” is healthy
and not in maintenance mode.

2. Arecovery task is also associated to this monitor (disabled by default). When enabled, it will
automatically end the maintenance mode for the management server.

o Please enable this recovery task with caution. i.e. If the monitor is configured to run
every 5 minutes, you will never be able to place a management server into
maintenance mode for more than 5 minutes. It may not always be desired.

In order to use this monitor, the following workflows need to be enabled via overrides:

e OpsMgr 2012 Self Maintenance Management Server Maintenance Mode Watcher Discovery

Authoring < Object Discoveries (1)

a Z‘ Authoring Management pack objects are now scoped to: OpsMar 2012 Self Maitenance Management Server Maintenance Mode Watcher

> (=) Management Pack Templates <4, Look for: Find Now Clear
#% Distributed Applicatiors
1 Groups

4 &5 Management Pack Objects
— psMgr elf Maintenance Management Server Maintenance Mode Watcher Discvoery anagement Server psMgr elf Maintenance Mana... Mo
=] Attributes 0 OpsMgr 2012 Self Maint: M it S Maints Mode Watcher Di M it S OpsMgr 2012 Self Maints M M

Name Target Management Pack Enabled by defa
4 Discovered Type: OpsMar 2012 Seif Mail Server Mai Mode Watcher (1)

Monitors
57y Object Discoveries
B Cverrides
|| Rules
\Z7 Senvice Level Tracking
(7] Tasks

# views

e  OpsMgr 2012 Self Maintenance Local Management Server in Maintenance Mode Monitor
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sthoring < Monitors
I-Z‘ Authoring Management pack objects are now scoped to: OpsMgr 2012 Self Maitenance Management Server Maintenance Mode Watcher
b (&) Management Pack Templates 4, Look for: ‘ Find Now Clear
¥ Distrinutea Appiicaors Target Type Inherited From Management Pack Enabled by Defaul
G
P 4 OpsMgr 2012 Self Maif 1l Mode Watcher
4 & Management Pack Objects B ;
Atributes 4 [ Entity Health AggregateRollup  Object Health Library Yes
@ Monitors 4 [ Availability Aggregate Rollup  Object Health Library Yes
L‘m Object Discoveries [) OpsMgr 2012 Self Mai e Local M. Server in Mai e Mode Monitor  OpsMgr.2012.8elf.... (Mot inherited) Opshgr 2012 Self Maintenance Mana... Mo
B Overrides 4 (5% Configuration Aggregate Rollup  Object Health Library Yes
2] Rules 4 5% Performance AggregateRollup  Object Health Library Yes
7 seniice Level Tracking 4 (5% Security AggregateRollup  Object Health Library Yes
3 Tasks
[2] Views

e OpsMgr.2012.Self.Maintenance.Local.Management.Server.In.Maintenance.Mode.Monitor.R

ecovery.Task (Optional)

() OpsMagr 2012 Self Maintenance Local Management Server in Maintenance Mo.

‘ Compary Knowled | Ovenides |
General | Heatth | Aletting | Diagnostic and Recovery | Configuration | Product Knowledge |
Configure diagnostic tasks
‘Configure the di ic task(s) by creating or editing ane or more tasks to be used for each of the
heslth states:
|| Heatlth state Diagnostic task name Inherted from Flun &L
Configure recovery tasks
Configure the recovery task(s) by creating or editing one or mare tasks to be used for each of the
health states:
Add Edit... Remove
Health Rec task Inherited Run Recalculate monitar
state overy task nams from automatic: state
End Mzanagement Server Maintena... | (Mot inherit... ' No

When the object is enabled, a Maintenance Mode Watcher object will be created for each

management server:

Discovered Inventor‘Cl psMgr 2012 Self Maitenance Management Server Maintenance Mode Watcher) (3) ;

Q Lookfor: | [ FindNow  Clear

State e '@ Mame Path Display Mame

@ Healthy OPSMGRMS01.corp.tyang.o... OPSMGRMS0T.corp.tyang.org
@ Healthy OPSMGRMS02.corp.tyang.o... OPSMGRMS02.corp.tyang.org
@ Healthy OPSMGRMS03.corp.tyang.o... OPSMGRMS03.corp.tyang.org

Mame

OPSMGRMSDT....
OPSMGRMSDZ....
OPSMGRMS03....

When the monitor is enabled, and management servers are placed into maintenance mode, The

health state for the Maintenance Mode Watcher object becomes unhealthy and alerts are generated:

Management servers in Maintenance Mode:
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Discovered Inventory (Management Server) (3)

% Look for: | Find Mow
State Fu '@ Marne Path Display Mame
O Mot monito... I@ OPSMGRMS02.... OPSMGRMS02... OPSMGRMSDZ....
O Mot monito... l@ OPSMGRMS03.... OPSMGRMS03... OPSMGRMS03...
O Mot monito... l@ OPSMGRMS01.... OPSMGRMS01... OPSMGRMSDT..,

Maintenance Mode Watcher Objects:

Clear

Authentication...
OPSMGRMSDZ....
OPSMGRMS03....
OPSMGRMSEDT....

Maximum Que...

104857600
104857600
104857600

Discovered Inventory (OpsMgr 2012 Self Maitenance Management Server Maintenance Mode Watcher) (3)

Maxirm

% Look for: | Find Mow Clear

State PN '@ Marme Path Display Mame Marme

@ Critical OPSMGRMS01.corp.tyang.org OPSMGRMS0T.... OPSMGRMS01....
l@l Critical OPSMGRMS02, corp.tyang.org OPSMGRMS02.... OPSMGRMSOZ....
@ Critical OPSMGRMS03.corp.tyang.org OPSMGRMS03.... OPSMGRMS03....
Alert for each management server:

4 Severity: Critical (19)

@ UNIX LINUX Management Resource Poo... Resource Pool Heartbeat Failure New 22/02/2014 10:32:34 PM < 1 Minute

@ Network Devices Monitoring Resource P... Resource Pool Heartbeat Failure New 22/02/2014 10:32:24 PM < 1 Minute

@ AD Assignment Resource Pool Watcher Resource Pool Heartbeat Failure New 22/02/2014 10:32:24 PM < 1 Minute

OPSMGRMSD2.corp.tyang.org OpsMgr 2012 Management Server is in Maintenance ..  New 22/02/201410:3202PM 1 Minute Y
(9 OPSMGRMSD1.corp.tyang.org OpsMgr 2012 Management Server is in Maintenance .. Mew 22/02/201410:31:05PM 2 Minutes
9 OPSMGRMSD3.corp.tyang.org Opshgr 2012 Management Server is in Maintenance ..  New 22/02/201410:2314 PM 3 Minutes

Alert Details

& opsMar2012 Serverisin Mode

[ 0psMGRMS02.corp.tyana.org
OPSMGRMS02.corp.tyang.org

Source:
Full Path Name:
Alert Monitor:

Created: 22/02/2014 10:32:02 PM

() OpsMgr 2012 Self Maintenance Lacal Management Server in Maintenance Mode Monitor

Alert Description

The OpsMagr 2012 Management Server is in maintenance mode.
Maintenance Mode Details: OPSMGRMS02.corp.tyang.org (22/02/2014 11:31:51 AM - 22/02/2014 12:01:51 PM UTC),
Reason: PlannedOther, Created by: CORP\admin.ty

If the recovery task is enabled, the management server will automatically be taken out of

maintenance mode:
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Knowledge | State Change Events [7) |

Time * From To Operational State
23/02/2014 11:57 PM [<] @ Healthy
23/02/2014 11:57 PM @ = Error
22/02/2014 11:26 PM @ @ Healthy
22/02/2014 11:25 PM @ @ Error
22/02/2014 10:36 PM [X] (@) Healthy
23/02/2014 10:32 PM @ [X] Error
23/02/2014 10:27 PM O @ Healthy
Details

Context:

Date and Time:

Property Name
MgmtServer

IsRMSE

IsGateway
MonitoringObjectID
InMaintMode
MaintMeodeStartTimeUTC
MaintModeScheduledEnd TimeUTC
MaintModeReason
MainModeCreatedBy

MaintModeDetails

Diagnostic and Recovery Options:

Task History:
@ :f\:c\:oE\;i?J"tf:Sk ran End Management Server Maintenance Mode
Scheduled Time: 22/02/2014 11:57 FM
Start Time: 22/02/2014 11:57 PM
Finish Time: 22/02/2014 11:57 FM
Submitted by:

22/02{2014 11:57:02 PM

Property Value

OPSMGRMS02. corp. tyang.org

false

false

41979c5b-ce3f-11fc-8fb8-223b9201792b

true

22/02/2014 12:56:03 PM

22/02/2014 1:26:03 PM

1]

CORP\admin. ty

OPSMGRMS02. corp.tyang.org (22/02/2014 12:56:03 PM -
22/02/2014 1:26:03 PM UTC), Reason: FlannedOther,
Created by: CORPYadmin. ty

OPSMERMS0Z . corp.tyang.ozg is

Recovery Output: Done.

Additional Recovery Options:
Recovery Tasks:

E;ﬂ End Management Server Maintenance Mode

5.2.24 Detect if Management Server Default Action Account has OpsMgr administrator

privilege (For OpsMgr 2012 Only)

Workflow Name:

e OpsMgr 2012 Self Maintenance Management Server Default Action Account OpsMgr Admin

Privilege Monitor

This monitor targets All Management Servers Resource Pool and runs once a day by default. It

checks if the management server’s default action account has OpsMgr administrator privilege within

the management group. All workflows within this management pack runs under the default action

account. This monitor ensures this account has required privilege within the management group to

carry out the administrative workflows within this management pack.
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(g Health Explorer for All Management Servers Resource Pool
@ Reset Health ﬁ Recalculate Health T Filter Monitors () Refresh =l Properties '@' Help - &5 Overrides ~
Health monitors for All Management Servers Resource Pool
4 @ Entity Health - All Management Servers Resource Paol (Object) Knowledge | State Change Events (12) |
3 @A\:allabll\ty-AllManagememsawersResource Pool (Object) Time From To Operational State
a @ Configuration - All Management Servers Resource Pool (Object) 15/06/2014 2:54 PM O @ Healthy
@ OpsMgr 2012 Self Maintenance Management Server Default Action Account OpsMgr Admin Privileg | 15/06,/2014 601 PM O @ Healthy
@ OpsMgr 2012 SelfMaintenance Operational Database LocalizedText Table Health Monitor - All Mar | 15/06/2014 5:51 PM O @ Healthy
@ Product Expiration - Error - All Management Servers Resource Pool [All Management Servers Resou | 15/06/2014 5:17 PM O @ Healthy
() Performance - All Management Servers Resource Pool [Dbject) 15/06,2014 2:06 PM @] @ Healthy
O Security - All Management Servers Resource Pool [Object) 14/06,/2014 2:04 PM O @ Healthy
14/06/2014 1:59 PM O @ Healthy
14/06/2014 11:22 AM O @ Healthy
12/06/2014 4:28 PM @] @ Healthy
Details
Context:
Date and Time: 15/06/2014 8:54:06 PM
Property Name Property Value
ActionAccount CORPYSVC_OpsMagrAction
IsOpsMgrAdmin true
IM‘M’

When the monitor detects the Management Server’s default action account does not have OpsMgr
administrator privilege, a critical alert will be raised.

Note: On-Demand detection feature has been enabled for this monitor, OpsMgr operators may use
the “Recalculate Health” button in Health Explorer to manually trigger the monitor.

The following parameters are configurable via overrides:
IntervalHours: Schedule frequency in hours.
SyncTime: Time when the rule runs.

TimeoutSeconds: Timeout in seconds for the PowerShell script within this rule. Default is 120
seconds (2 minutes). Increase it if it’s required.

5.2.25 Detect if Management Server Default Action Account has local administrator
privilege on management servers (For OpsMgr 2012 Only)
Workflow Name:

e  OpsMgr 2012 Self Maintenance Management Server Default Action Account Local Admin
Privilege Monitor

This monitor targets each management server and runs once a day by default. It checks if the
management server’s default action account has local administrator privilege on the management
servers. All workflows within this management pack runs under the default action account. This
monitor ensures this account has required privilege on the management server to carry out the
administrative workflows within this management pack.
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Health Explorer for OPSMGRMS02.corp.tyang.org
@ Reset Health 3@ Recalculate Health “F Filter Monitors (i Refresh = Properties l@ Help &5 Overrides ~
Health monitars for OPSMGRMS02.corp.tyang.org g
J) Entity Health - OPSMGRMS02 corp.tyang.org [Object) Knowledge | State Change Events (2) |
@Ava\labihty-DFSMGRMSOZ‘curp‘tyang‘urg (Object) Time From To Operational State
(¥) Configuration - OPSMGRMS0Z corp.tyang.org (Object] 14/06/2014 2:03 PM (X} @ Healthy
() Adivisor Proxy Authentication - OPSMGRMS02.corp.tyang.org (Collection Server) 10/06/2014 %10 PM O [x] Errar

@Ad\:\sorSeruiceConnectiwty-DFSMGRMSOZ‘curp‘tyang‘org (Collection Server)
() APM NET Object Discovery - OPSMGRMSD2.corp.tyang.org (Collection Server)
() Avicode Intercept service found - OPSMGRMSD2.corptyang org (Health Service)
@ Expiration Check of Certificate Used for Authentication - OPSMGRMS02.corp tyang.org (Health Servicg)
() Network Monitoring SNMP Trap port is already in use by another program - OPSMGRMSD2.corp.tyang.org (Health Sen,
@ ‘OpsMgr 2012 Self Maintenance Management Server Default Action Account Local Admin Privilege Monitor - OPSMGRN
> O System Center Management Health Service Configuration Processing - OPSMGRMSO02.corp.tyang.org (Health Senics)
@ System Center Management Health Service Credentials Not Found - OPSMGRMS02.corp.tyang.org (Health Service) Details
() valid Host No APM Agent - OPSMGRMS02.corp tyang.org [Health Service)
@ Performance - OPSMGRMS02.corp tyang.org (Object) Context:
(@) Security - OPSMGRMS02.corp.tyang.org (Object) Date and Time: L B

Property Name Property Valu:
ActionAccount CORP\SYC_OpsMgrAc
IsLocalAdmin true

e T N N e

When the monitor detects the Management Server’s default action account does not have local
administrator privilege, a critical alert will be raised.

Note: On-Demand detection feature has been enabled for this monitor, OpsMgr operators may use
the “Recalculate Health” button in Health Explorer to manually trigger the monitor.

The following parameters are configurable via overrides:
IntervalHours: Schedule frequency in hours.
SyncTime: Time when the rule runs.

TimeoutSeconds: Timeout in seconds for the PowerShell script within this rule. Default is 120
seconds (2 minutes). Increase it if it's required.

5.2.26 Detect Obsolete Management Pack References (MP Aliases) in Unsealed
Management Packs (For OpsMgr 2012 Only)
Workflow Name:

e OpsMgr 2012 Self Maintenance Obsolete Management Pack Alias Detection Rule

This rule runs on a schedule and detects obsolete aliases from unsealed management packs. These
obsolete references creates unnecessary dependencies between management packs. It prevents
sealed management packs from deletion.

When references to the following built-in common management packs are detected in any unsealed
management packs, they will be ignored (the whitelist):

e  Microsoft.SystemCenter.Library

e  Microsoft.Windows.Library

e System.Health.Library

e System.Library

e Microsoft.SystemCenter.DataWarehouse.Internal
e  Microsoft.SystemCenter.Notifications.Library

e  Microsoft.SystemCenter.DataWarehouse.Library
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Microsoft.SystemCenter.OperationsManager.Library
e System.ApplicationLog.Library
e Microsoft.SystemCenter.Advisor.Internal
e Microsoft.IntelligencePacks.Types
e Microsoft.SystemCenter.Visualization.Configuration.Library
e Microsoft.SystemCenter.Image.Library
e Microsoft.SystemCenter.Visualization.ServiceLevelComponents
e Microsoft.SystemCenter.NetworkDevice.Library
e Microsoft.SystemCenter.InstanceGroup.Library
e  Microsoft.Windows.Client.Library

This is because these common management packs are referenced in some out-of-box unsealed
management packs by default. Additionally, since it is very unlikely that above listed management
packs will ever be deleted from the management group, therefore it should not be an issue when
they are referenced in other management packs. This rule also allows OpsMgr administrators to add
up to 5 additional sealed management packs to the list by utilizing “CustomMP1” — “CustomMP5”
override fields (additional items for the whitelist).

This rule can be customized using overrides:
IntervalHours: How often (in hours) does this rule run.
SyncTime: What time does this rule run?

CommonMP1 - CommonMP5: Additional common referenced sealed management packs this rule
should ignore (the whitelist). When using these overrides, please use the management pack name
(ID) instead of the display name.

TimeoutSeconds: Timeout in seconds for the PowerShell script inside the rule.

Alert Suppression: In order to reduce the number of alerts, alert suppression is enabled. The repeat
count would increase if same obsolete references are detected. A new alert will only be generated if
different obsolete references are detected.

If obsolete MP references are detected, you may remove these obsolete references by using the
"Remove Obsolete MP References" (Refer to Section 5.2.27) agent task targeting "All Management
Servers Resource Pool".

5.2.27 Agent Task: Remove Obsolete MP References (For OpsMgr 2012 Only)
This task is targeting All Management Servers Resource Pool. It is designed to remove obsolete
management pack references from unsealed management packs.

Same as the “OpsMgr 2012 Self Maintenance Obsolete Management Pack Alias Detection Rule”, the
built-in common management packs listed in section 5.2.26 will also be ignored by this task.

When running this task, users must use overrides to define options:
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F Override Task Parameters -
Override the task parameters with the new values
Name Type Defaut Valve New Value
TimeoutSeconds int 300
IncrementVersion bool e
DetectOnly bool e
CommonP5 sting
CommonMP4 sting
CommonMP3 sting
(CommonMP2 ating
CommonhP1 sting
FEp—
bool e

TimeoutSeconds: Timeout in seconds for the PowerShell script used by the task

IncrementVersion: Whether the unsealed MP version should be increased (the last section or the
revision number of the MP version will be increased by 1. i.e. MP version 1.0.0.0 would be changed
t01.0.0.1.)

DetectOnly: by default, the value is set to true, which means this task will ONLY detect obsolete
references but will NOT delete them. The override MUST be set to false in order to delete obsolete
references. This is to prevent accidental update of the unsealed management pack when the task is
executed by accident. It is recommended to run this task using the DetectOnly switch (set to true)
first before actually deleting the obsolete references (set to false).

CommonMP1 - CommonMP5: Same as the “OpsMgr 2012 Self Maintenance Obsolete Management
Pack Alias Detection Rule”, users can define up to 5 additional common MPs to be ignored when
running this task. If these overrides are defined in the “OpsMgr 2012 Self Maintenance Obsolete
Management Pack Alias Detection Rule”, they should also be defined here when running the task.

BackupBeforeModify: Specify whether the task should backup each unsealed management packs
before modification if it needs to be updated. When this is set to true (by default), the
BackupLocation override should also be specified.

BackupLocation: Specify a location where the unsealed management packs will be updated. Because
the task is targeting a resource pool, it is recommended to use an UNC path instead of a local path.
The task will create a sub-folder which is named as the current time stamp in this location and the
MPs will be backed up in this sub folder.

Note: When configured the task to remove the obsolete references, the script used by this task
verifies the MP before committing changes. If there are any errors found, including pre-existing
errors, the changes will NOT be committed and the MP will not be updated.
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i.e. Running the task using DetectOnly switch:

Thetask completed successfully.

Task Status. Task Target
{2)Remove Obsolete MP Referen... Success all management servers resource pool

A

Task Output

i.e. Running the task with DetectOnly set to false:

Override the task parameters with the new values

Name
TimeoutSeconds:
IncrementVersion
DetectOnly
CommonMP5
CommonMP4
CommonMP3
CommonMP2
CommonMP 1
| BackupLocation
BackupBefore Modify

Default Value New Value

300
true
true False I

ENTER BACKUP LOCATIO... | \\hyperv02\ \MF
true

A EAEIE I A H LA

[Sverie | G |
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Thetask completed successfully.

Task Status Task Target

@R.emcve Obsolete MP Referen... Success all management servers resource pool
Task Output

) Remove Obsolete MP References

Status: Success

Scheduled Time:  15/06/2014 11:01:54 PM

Start Time: 15/06/2014 11:01:54 PM

Submitted By:  CORP\admin.ty

Run As:

Run Location:

Target:

Target Type: All Management Servers Resource Pool
Category: Operations

Task Output:

This MP has a pre-existing
error, therefore no changes
were made.

This MP has been
successfully updated

5.2.28 Agent Task: Get Workflow Name (ID) (For OpsMgr 2012 Only)

This task is targeting All Management Servers Resource Pool. It is designed to display the name
(sometimes also refers to ID) of a rule, monitor or discovery workflow. This would help
administrators to easily retrieve the real name of a workflow because users can only see the display
names in the Operations console.

To use this task, firstly copy the display name of the workflow (rule / monitor / discovery) in
Operations Console,
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[Overdes |
General | Health | Alerting | Diagnestic and Recovery | Configuration | Product Knowledge | Company Knowledge |

General properties
Specify the name and description for the monitor you are creating.

Name:

System Certter 2

Copy this

Description (optional):
Moritors whether the version of the VMM agent on the virtualization host is out of date ~

Management pack. Microsoft System Center Wirtual Machine Manager 2012 R2 Menitoring

Morniter target:
[Fyper Host | [ selest

Parent monitor.
| Avilability v
Mernitor is enabled

Then enter or paste the display name in the override field of this task:

Override the task parameters with the new values

Name Type Default Value Priestih
WorkFlowDispiayName |sting |ENTER WORKFLOW DIP.. |Bystem Center 2012 Vintual Machine Manager Host VMM Ag |
Timeout Seconds |int |QDD ‘I

£

All workflows with such display name will be displayed in the output pane when the task is executed:
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Thetask completed successfully.

Task Status Task Target
@Get Workflow Name(ID) Success all management servers resource pool
Task Output

(¥) Get Workflow Name(ID)

Status: Success

Scheduled Time:  15/06/2014 11:20:02 PM

Start Time: 15/06/2014 11:20:03 PM

Submitted By: CORP\admin.ty

Run As:

Run Location:

Target:

Target Type: All Management Servers Resource Pool
Category: Operations

Task Qutput:

5.2.29 Agent Task: Reset Monitor Health State (For OpsMgr 2012 Only)
This task is targeting All Management Servers Resource Pool. It is designed to reset the health state

of a particular monitor on all unhealthy monitoring objects.

The monitor name (Not display name) must be specified via override. The monitor name can be
retrieved using the “Get Workflow Name(ID)” task (refer to section 5.2.28).

Override the task parameters with the new values

Name: Type Default Value New Value

TimeoutSeconds Jint 300
Monitorhame \s:nng ‘ENTERMDNITDR NAME (. |ManuﬂmlSuver1011,DEng'neMmWaitT|MMnr |
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The task results indicates which unhealthy instances have been reset:

Z

@ Help
Thetask completed successfully.
Task Status Task Target
@Reset Maonitor Health State Success all management servers resource pool
Task Output 53 Copy Text 53 Copy HTML
@ Reset Monitor Health State Task Description ~
Status: Success Reset monitor state on unhealthy monitoring objects.

Scheduled
Time:
Start Time: 15/06/2014 11:36:36 FM
Submitted By: CORP\admin.ty

Run As:

Run Location:

15/06/2014 11:36:36 PM

Target:

Target Type: ,;:]I:lﬂanagement Servers Resource
Category: Operations

Task Output:

You can close this dialog at any time. Doing so will not interrupt executing tasks. You can check the status of tasks in a task
status view.

Close

5.2.30 Monitoring the Data Warehouse Staging Tables Row Count (For OpsMgr 2012 Only)
The version 2.5.0.0 of this management pack has added few workflows to monitor the following 5
staging tables in the OpsMgr Data Warehouse database:

o Alert Staging Table: Alert.AlertStage

e Event Staging Table: Event.EventStage

e Performance Staging Table: Perf.PerformanceStage
e State Staging Table: State.StateStage

e Managed Entity Staging Table: ManagedEntityStage

Higher row count on these tables may indicate performance related issues on the OpsMgr Data
Warehouse DB and SQL server. The OpsMgr 2012 Self Maintenance MP provides a performance
collection rule and a 2-state performance threshold monitor for each of these 5 tables:

e Performance Collection Rules:
o OpsMgr 2012 Self Maintenance Data Warehouse Database Alert Staging Table Row
Count Performance Collection Rule
o OpsMgr 2012 Self Maintenance Data Warehouse Database Event Staging Table Row
Count Performance Collection Rule
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o

OpsMgr 2012 Self Maintenance Data Warehouse Database ManagedEntity Staging
Table Row Count Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse Database Performance Staging
Table Row Count Performance Collection Rule

OpsMgr 2012 Self Maintenance Data Warehouse Database State Staging Table Row
Count Performance Collection Rule

e 2-State Performance Monitors:

o

OpsMgr 2012 Self Maintenance Data Warehouse Database Alert Staging Table Row
Count 2 State Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse Database Event Staging Table Row
Count 2 State Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse Database Managed Entity Staging
Table Row Count 2 State Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse Database Performance Staging
Table Row Count 2 State Threshold Monitor

OpsMgr 2012 Self Maintenance Data Warehouse Database State Staging Table Row
Count 2 State Threshold Monitor

All the above listed rules and monitors are targeting the “All Management Servers Resource Pool”

and they are disabled by default. In order to utilise OpsMgr Cook Down feature, these rules and

monitors are sharing the same data source module with the same input parameters. Therefore,

when modifying the input parameters for these workflows, please make sure the same override is

applied to all of above mentioned rules and monitors otherwise it will break Cook Down.

5.2.31 Monitoring the Patch Level of Various OpsMgr 2012 Components (For OpsMgr
2012 Only)
When applying OpsMgr 2012 Update Rollups (UR), a certain order must be followed. Failed to do so

may lead to the inconsistent UR among various components. In order to address this common
problem, the OpsMgr 2012 Self Maintenance MP (Version 2.5.0.0) has provided the following

workflows:

e State view for Health Service which also displays the patch list:

Fie Edt View Go Tasks Taols Help

Search ™

{ M5 scope [ Find| ([ Tasks| @

% 4

a sen

A Buthoring

1 Reporting

 SCOM Maintenance Mode Scheduser

Bl Monitoring

(. Administration

[ My Workspace

URT Update Patch;

System Center 2012 RZ Operations Manager URT Update Patchy
System Center 2012 R2 Operations Manages URT Update Patch;
System Center 2012 B2 Operations Manager URT Update Patch;

CONFIGMGRPS.
CONFIGMGRPS.. CONFIGMGRPS,
HYERIDWORKE

System Center 2012 RZ Operations Manager URT Update Patchy
System Center 2012 R2 Operations Manages URT Update Patch;
System Center 2012 B2 Operations Manager URT Update Patch;

System Center 2012 R2 Oper
System Center 2012 R2 Operatians Manager UR? Update Patch;

iics!
@ Heakthy
@ Healthy
@ Healhy
@ Healthy
@ Heakthy
@ Healthy

OMMSO1 corp. T
OMMSO2corp... OMMSOZcorp... False  Fake  Tue
OMMSO3.corp... OMMSO3.corp... False  False T

OMMSOLcorp... False  False
System Center 2012 R2 Operations Manager URT Update Patchy
System Center 2012 R2 Operations Manages URS Update Patch;

Detail View

B tieaith Service properties of ADD1.corp.tyang.org

ADD1.corp tysng.arg
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An agent task targeting Health Service to list OpsMgr components patch level:

B Health Service - HOME - Operations Manager - [m]
Fie Edit View Go Tasks Tools Help
L Jswm . (B sore o
Monitoring < Health Service (38) > Tasks <
AR e R e A | Q Lookfor: l:l FindNow  Clear ®
Groups. State @ Name 4 Path IsAgent s Gatew.. IsManagemen.. IsManuallylns.. Patchlia [3 CheckHealth Senvice Stertup Configuration Diagno;
[£2] reaith senice & Critical HYPERVO2.corp... HYPERVO2.corp... True False False False System ¢ [m Gomputer Management
:“":;‘"‘e’“ 5"‘:’* . & Critical HYPERVO3.corp... HYPERVO3.corp.. True  False False False SystemC % Disable Audit Collection
0ot Management Senver Emulator
B @ Healty HYPERVO4.corp... HYPERVO4comp... True  False False False System €[5 Enaie Audit Colection
ety Health Senice Wtcher @ Critical JUMPOT.compty.. JUMPOl.corpiy.. True  False False False SYSEMC = L e State and Cache
2 G Peormance @ Critical MGMTOT.corp... MGMTOl.corp... True  False False False System €
4] D Staging Tables Count Performance View: @ Healthy MGMTO2.corp... MGMTORcorp... True  False False False Sytem (e o rebts
P& sDK ConnectionTotal @ Critical MGMTHOSTOL.. MGMTHOSTOL. True  False False False S
P Standard Data Set Performance View @ Healthy NUCOT.compity.. NUCOlcomrpdy.. True  False False False System € Ef . aven
¢ ['4 P Certificate Valigation (@ Healthy OMDBO1.corpit.. OMDEOLcorpt., True  False Falze False System (| | -3 Getthe sgent processor uilzation
i+ [ SCOM Maintenance Mode Scheduler (@ Healthy OMGWO!.corp... OMGWOT.corp... False  True True System C L5 Get The Paoi Memper Monitoring a Top Level Inst
b :; Senvice Manager @ Healthy OMMSO1.cOrp... False  False True System (|| 3 GetTop Level Instances Monitored By a Pool Mem!
> [ Senvice Provider Foundation (@ Healthy OMMS02.corp.n. False  False True System ¢ [l ping Computer
I3 SNMP Test
g - m‘z @ Healthy OMMS03.corp.. False False True System ([l Ping Computer fuith Route)
> uared Up
[ P v @ Healthy OMWEBD! .cor. Tue  False False False System | [ Ping Computer Continuously (9ing -t
> @ Healthy OMWEB0Z.cor.. OMWEB02cor.. Tue  False False False 5% ing Computer Disgnostc Tsk [used by Hesith Exp
Shour or Hide Views. @ Healthy PSDSCOT.corpt... PSDSCOl.corpt.. True  False False False system e S recoveny ke s oy eal
New View » @ Healthy SCORCHDI.cor... SCORCHOTcor.. True  False False False SPEMC [ e conguraton
& Critical SCSMDBOT.cor.. SCSMDBOl.cor.. True  False False False System C
- L& Remote Desktop
Bl monitoring @ Healthy SCSMDWOT.cor... SCSMDWOl.cor.. True  False False False Hotfixfo
Remote Desktop (Admir
2{ . @ Healthy SCSMMSOT.cor... SCSMMSOT.cor... True False False False Hotfix fo Ll e fop (Admin)
i) & Remote Desktop (Consele)
@ Healthy SCYMMO1.corp... SCYMMOT.corp... True  False False False System C 2
“ Reporting = e - - - — ¥ 5 Restart Health Service Recovery Task (used by Heal
A . . E Show Failed Rules and Monitors for this Health Ser
‘.‘._5 Administration Detail View v
=5 Show Running Rules and Meritors for this Heaith
My Works .
m e B Health Service properties of OMMS01.corp.tyang.org A L3 start audit colecten
~ | Display Name OMMSO1.corp tyang.org ™ 3 Stert Online Store Maintenance
ﬁw =~ - o
s DY e S - = . i

This task will display the patch list for any of the following OpsMgr components installed on
the selected health service:

Management Servers Gateway Servers

@, Task Status - Get Current Pa - o x ), Tsk Status - Get Current Patch List - o x
(@ Help @ Help
T e i T, Thetask completed successfully.
Task Stats Task Target Task Status Task Target
(et Curent Patch List Success ommsD1.corp.tyang.arg @t CurentPaich List Success omgn01.corp.tyang.org
< >
Tesk Output 32 - z: 2
— 2 Copy Text: 53 Copy HTML Task output 123 Copy Text 123 Copy HTML
i ~
@ Get Current Patch Lst Task Description @ Get Current Patch List Task Description A
Status: Success - P—
Scheduled 15/08/2015 10:00:22 SOt BT
Time PM S =
) 15/08/2015 10:00:22 o e
Start Time. = St Time 15192015 100208
Submitted By:  CORP\tyang Submitted By:  CORP\tyang
Run As: Run As:
Run Location: Run Lacation:
Target: Target:
TargetType:  Health Service TargetType:  Health Service
Category: Operations Category: Operations
Task Output Task Output:
v v
You can dlose this dialog at any time. Doing 50 will ROt IntErUPE executing tasks. You can You can dlose this dialog at any time. Doing so will not interrupt executing tasks. You can
check the status of tasks in a tesk status view. check the status of tasks in a task status view.

Web Console (Also an agent)

- a b3 (@), Task Status - Get Current Patch List — [m] x
(@ Help (@ Help
e T The task completed successfully.
Task Status Task Target Task Status Task Target
(@ Get Current Patch List success sma0Lcorp.tyang.org (DGet current Patch List Success omweb01.corp. tyang.org
Task Qutput 153 Copy Text 53 Copy HTML
Task Output 2 Copy Text 53 Copy HTML
©@  Get Current aten List Task Description ~
@ Get Current Patch List Task Description A Status Success
Scheduled 15/09/2015 10:04:52
Status Success Time: =
Scheduled 15/09/2015 10:03:26 15/09/2015 10:04:52
Time: PM SETrs PN
15/09/2015 10:03:26 Submitted By:  CORF\tyang
Start Time:
L2 Run As:
Submitted By:  CORPityang Run Location:
Run As: Target:
Run Location: TargetType:  Health Senvice
Target: Category: Operations
TargetType:  Health Semvice
Category: Operations
o v Task Output:
Task Output:
v v
You can close this dialog at any time. Doing so will not interrupt executing tasks. You can e T e T (o e e
check the status of tasks in a task status view. check the status of fasics In a tasi ststus view.
]
ose
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o Object Discovery: OpsMgr 2012 Self Maintenance Management Server and Agent Patch
List Discovery
Natively in OpsMgr, the agent patch list is discovered by an object discovery called
“Discovers the list of patches installed on Agents”:

General  Discovered Classes  Corfigurstion  Product Knowledge  Company Knowledge  Overides

Enter Object discovery name and description

Object discovery name
[Discovers the list of patches installed on Agents

Description (optional)

This script runs on HealthService instances and finds 2 list of Operations Manager Patches that are
cumently applied to an Agent.

Management Pack: System Center Internal Library

Object discovery target ~ Health Service

As the name suggests, this discovery discovers the patch list for agents, and nothing else. It
does not discover the patch list for OpsMgr management servers, gateway servers, and
SCSM management servers (if they are also monitored by OpsMgr using the version of the
Microsoft Monitoring Agent that is a part of the Service Manager 2012). The discovery
provided by the OpsMgr 2012 Self Maintenance MP (Version 2.5.0.0) is designed to replace
the native patch list discovery. Instead of only discovering agent patch list, it also discovers
the patch list for OpsMgr management servers, gateway servers, SCSM management servers
and SCSM Data Warehouse management servers.

Same as all other workflows in the Self Maintenance MP, this discovery is disabled by default.
In order to start using this discovery, please disable the built-in discovery “Discovers the list
of patches installed on Agents” BEFORE enabling “OpsMgr 2012 Self Maintenance
Management Server and Agent Patch List Discovery”:

File Edit View Go Tasks Tools Help

T Jscorch~ . | Overrides~ . i[BScope) (10 Find) o .

Authoring < Object Discoveries (11)
4 2 Authoring Management pack abjects are now seaped to: Health Service
- € MaragemertPackTemplates  Qlookfor | | FindNow  Cle
#¥ Distributed Applications Name Target Management Pack
& Growes 4 Discovered Type: Health Sevice (17 02. Second!
4 %5 Management Pack Objects enable this
(] attrioues i Data Warehouse data set discovery discover Data Warehouse Synchronization Ser... Data Warehouse Intemal Library
— Operational Insights Workspace Id Discovery Health Service Microsoft Operational Insights Core Li
[ ObiectDiscoveries |2 SSRS 2012: SSRS 2012 Native Mode Deployse@ht Discovery SSRS 2012 Deployment Seed Microsoft SQL Server 2012 Reporting S.
W Overrides SSRS 2014 SSRS 2014 Deployment Discovery SSRS 2014 Deployment Seed Microsoft SQL Server 2014 Reporting S.
=) Rules I OpsMgr 2012 Seff Maintenance Management Server and Agent Patch List Discovery Health Service OpsMgr 2012 Self Maintenance Mana..
|7 Seniice Level Tracking OpsMar Self Maintenance OMS Server Heartbeat Node On Agent Discovery Agent OpsMagr Self Maintenance OMS Add-..
[E Tasks 0psMgr Self Maintenance OMS Server Heartbeat Node On Gateway Server Discovery Gateway OpsMagr Self Maintenance OMS Add-.
(4 views OpsMgr Seff Maintenance OMS Server Heartbeat Node On Management Server Discovery Management Server OpsMgr Self Maintenance OMS Add-.
|2 Discover Health Service Properties Health Service System CenterIntermal Library

@ Discovers the lst of patches installed on Agents | Health Service System Center Internal Library
[ Discover Agent Relationship Settings object Agent System Center Internal Library
01_Firstly disable
this discovery

Shortly after the built-in discovery has been disabled and the “OpsMgr 2012 Self
Maintenance Management Server and Agent Patch List Discovery” has been enabled for the

Health Service class, the patch list for the OpsMgr management servers, gateway servers
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and SCSM management servers (including Data Warehouse management server) will be
populated (as shown in the screenshot below):

Health Service (38)

state @ Name Path Is Agent Is Gatew... IsManagemen... Is Manually Ins... Patch List
@ Citical ADOl.corpyan... ADOlcorpiyan.. True  False False False System Center 2012 R2 Operations Manager UR Update Patch;

@ Heatthy ADO2.corpdyan.. ADO2.corpiyan.. True  False False False System Center 2012 R2 Operations Manager URT Update Patch;

@ Heatthy Cireson0l.corp.... Cireson0l.corp.... True  False False False System Center 2012 R2 Gperations Manager URT Update Patch;

@ Healthy CLENTO3 corp.... CLENTO3.corp... True  False False False System Center 2012 R2 Operations Manager UR7 Update Patch;

& citical CONFIGMGRPS... CONFIGMGRPS.. True  False False False System Center 2012 R2 Operations Manager URT Update Patch;

J) Health CONFIGMGRPS... CONFIGMGRPS... True __False False False System Center 2012 R2 Operations M. URT Update Patch; Direct Oplnsights MMA
@ Healthy HYBRIDWORKE.. HYBRIDWORKE.. True  False False False | Agent
@ Critical HYPERVOT.corp.. HYPERVO.corp., True  False False False System Center 2012 R2 Operations Manager UR? Update Patch;

& Crtieal HYPERVO2.cop... HYPERVOZ.corp... True  False False False System Center 2012 R2 Operations Manager URT Update Patch;

& Citical HYPERVO3.corp... HYPERVO3.corp... True  False False False System Center 2012 R2 Operations Manager UR7 Update Patch;

@ Heatthy HYPERVD corp.. HYPERVO4.corpn, True  False False False System Center 2012 R2 Gperations Manager URT Update Patch;

& Critieal JUMPOL.compty... JUMPOT.corpty... True  False False False System Center 2012 R2 Operations Manager UR Update Patch;

& Ciitical MGMTO! corp... MGMTOLcorp... True  False False False System Center 2012 R2 Operations Manager URT Update Patch;

@ Heatthy MGMTOZ corp... MGMT02.com... True  False False False System Center 2012 R2 Gperations Manager URT Update Patch;

& Critieal MGMTHOSTOL.. MGMTHOSTO... True  False False False System Center 2012 R2 Operations Manager UR Update Patch;

@ Healthy NUCOI.corpty.. NUCOlcompty.. True  False False False System Center 2012 R2 Operations Manager UR? Update Patch;

@ Healthy OMDBOT.corp.._ OMDBOL.compt... True False False Folse System Center 2012 R2 Operations Manager URT Update Patch; —

@ Heafthy OMGWOT.corp.... OMGWOT.corp... False True True System Center 2012 R2 Operations Manager URG Update Patch; Ops ;ge“',‘“‘:ée way

[ Healthy OMMSOT corp... OMMSOT.corp.. False  False True System Center 2012 R2 Operations Manager UR? Update Patch; e

(@ Healthy OMMSO2.corp... OMMSOZcorp... False  False  True System Center 2012 R2 Operations Manager URT Update Patch;

@) Health OMMSO03.corp... OMMSOcorp... False  False True System Center 2012 R2 Operations Manager URG Update Patch; OpsMgr Management

@ Heatthy OMWEBOT.cor..  OMWEBOLcor., True  False False False System Center 2012 R2 Operations Manager URT Update Patch; SEnvers

@ Healthy OMWEBOZ.cor.. OMWEBOZcor.. True  False  False False

@ Heslthy PSDSCO.corpt.. PSDSCOTcorpt.. True  False  False Falie System Center 2012 R2 Operations Manager URT Update Patch;

@ Healthy SCORCHOT.cor SCORCHOT.cor True  False  False False System Center 2012 R2 Operations Manager URT Update Patch;

/i) Warning SCSMDBOY.cor... SCSMDBOl.cor.. True  False False False System Center 2012 R2 Operations Manager URT Update Patch;

(@ Healthy SCSMDWOT.cor.. SCSMDWOTcor.. True  False  False Fabe Hotfix for Microsoft System Center 2012 R2 Service Manager (KB2989601); Hotfx for Microsoft System Center 2012 R2 Service Manager
(@ Healthy SCSMMSOT cor.. SCSMMSOT.cor., True  False  False False Hotix for ystem Center 2012 R2 Service Manager (KB2989601); Hotfix for Microsaft System Center 2012 R2 Service ManagevtK
@ Heatty SCUMMOT corp... SCVMMOT corp... True  False  False Fale System Center 2012 R2 Operations Manager URT Update Patch;

(@ Healthy SHAREPOINTO... SHAREPOINTO... True System Center 2012 R2 Operations Manager URT Update Patch; SCSM Management
A O, - C e e O Servers

<

Note:

As shown above, the patch list for different flavours of Health Service is properly populated,
with the exception of the Direct Microsoft Monitoring Agent for Oplnsights (OMS). This is
because at the time of writing this documentation for version 2.5.0.0 (September, 2015),
Microsoft has yet released any patches to the OMS direct MMA agent. The last Update
Rollup for the Direct MMA agent is actually released as an updated agent (MSI) instead of an
update (MSP). Therefore, since there is no update to the agent installer, the patch list is not
populated.

Warning:

Please do not leave both discoveries enabled at the same time as it will cause config-churn
in your OpsMgr environment.

e Monitor: OpsMgr 2012 Self Maintenance All Management Servers Patch List Consistency
Consecutive Samples Monitor

This consecutive sample monitor is targeting the “All Management Servers Resource Pool”
and it is configured to run every 2 hours (7200 seconds) by default. It executes a PowerShell
script which uses WinRM to remotely connect to each management server and check if all
the management servers are on the same UR patch level.

In order to utilise this monitor, WinRM must be enabled and configured to accept
connections from other management servers. The quickest way to do so is to run “Winrm
QuickConfig” on these servers. The account that is running the script in the monitor must
also have OS administrator privilege on all management servers (by default, it is running
under the management server’s default action account). If the default action account does
not have Windows OS administrator privilege on all management servers, a Run-As profile
can be configured for this monitor:
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In addition to the optional Run-As profile, if WinRM on management servers are listening to

a non-default port, the port number can also be modified via override:

‘OpsMgr 2012 Self
Configuration Health
(Class: All Managemert Servers Resource Pool
uernse-cormroled paramesers
Ovemde Parameter Mame Defast Value Ovemide Vae Efective Value Change Status. Erforced
(=] The mantor | The montarss | The monsorts | [No o (=]
| o Hea etum | o |
| 1 | Mot severty Ermersion TWaich morst... | Maich monto. |1 =] |
| [ |AtoResive Nt |Bodean Tue T | [m] |
N = |Bodean Fase | u]
O | Generates Aert Boclean o
O |véervd Secomds | beeger =]
& |LogDebug Everts | Busen =]
O [Metch Count Feeger 3 3 lo change 8]
00 [smotme sung | | sarge =]
) |Tomecnd Seconde | iteger 500 600 o changs! [m]
R Frager Jo 10 Moctanoal | =]
Detaibs:
Enabled Bescription =
Tre custom avenidefortis paramster s dfrmd
Dpahigr 2012 Se Miartemanoe Ovemdes
The effective value = set:
8 3 prefered:
- th cumeet 1arpst
- by the custom ovemids in Opshigr 2012 Sef
farerie L T ~
Hanagement pack
Select destination management pack-
<Select Management Pack> v He
Help oK Cancel

Note:

All management servers must be configured to use the same WinRM port. Using different

WinRM port is not supported by the script used by the monitor.
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If the monitor detected inconsistent patch level among management servers in 3
consecutive samples, a Critical alert will be raised:

@l All Management Servers Resource Pool Inconsistent Management Servers Patch Level Detected New 13/09/2015 5:02:07 AM 2 Days, 17 Hour...
Alert Details
@ inconsistent Management Servers Patch Level Detected Alert Description
Source: [ all Management Servers Resource Pool The OpsMgr management servers in this management group are on different Update Rollup patch level,
Full Path Name: All Management Servers Resource Pool Details:
e OpsMgr 2012 Self Maintenance All Management Servers Patch List Consistency Management servers patch level mismatch.
s e Conseeutive Paten List:
Created: 13/09/20 OMMS0 System Center 2012 R2 Operations Manager UR6 Update Patch

orpityang.org’; ‘System Center 2012 R2 Operations Manager UR7 Update Patch
orp.tyang.org’: ‘System Center 2012 R2 Operations Manager UR7 Update Patch

Knowledge: El view additional knowledge.

Summary
This monitor checks if all management servers in the OpsMar management group are on the same Update Rollup patch level.

Configuration

This monitor is a sample manitor targeting All b Servers Resaurce Pool. By default it runs every 2 hours and If it detects pate level mismatch for 3 consecutive samples, a critical alert will be
generated

Resolutions

Please refer to the alert details and apply missing UR updates on appropriate management servers.

Additional Information

Generally, detailed installation instruction for OpsMar Update Rollup can be found in Kevin Holman's blog hitp:/blogs.technet.com/b/kevinholman/

Hisekrowiedge

The number of consecutive sample can be modified via override (Match Count) parameter.

5.2.32 Agent Task: Configure Group Health Rollup (For OpsMgr 2012 Only)
In OpsMgr, groups are frequently used when designing service level monitoring and
dashboards. The group members’ health rollup behaviours can be configured by creating
various dependency monitors targeting against the group.

When creating groups, only instance groups can be created within the OpsMgr console.
Unlike computer groups, instance groups do not inherit any dependent monitors from their
base class. Therefore when an instance group is created in the OpsMgr console, by default,
the health state of the group is “Not monitored” (Uninitialized):

Groups (296)
Q Lookfor: | Find Now Clear
State @ M. Name
() Not monito... Service Management Automation All Web Servers
() Not monite... SOL Server Mirroring Groups
() Mot monito... AD Domain Controller Group (Windows 2000 Server)
() Not monito... Windows Server 2008 Full Computer Group
() Not monite... DHCP Superscopes
() Not monito... All Network Monitering Group
(O Not monito... Windows Server 2012 R2 Core Computer Group
() Not monito... SSAS Compenents Group
() Not monito... Windows Server 2003 er Group

In order to configure group members to rollup health state to the group object (so the group
can be used in dashboards), one or more dependency monitors must be created manually
after the group has been created. This manual process can be time consuming. This agent
task is created to simplify the process of configuring groups’ health rollup by creating a set of
dependency monitors using OpsMgr SDK.

Although a set of required parameters are pre-configured for the agent task, the operators
can also modify these parameters using overrides.

The following parameters can be customized via overrides:
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=)

Run the task on these targets.

@ Hebp

Target Run Location
Al Network Monitoring Group

Task Parameters

Name Value
Worst stats of the percentage in healthy stats 0
Script Timeout in Seconds 300
Member Unavailable Rollup As Ermor

Member in Maintenance Mode Rollup As
Management Pack Name

Increase Management Pack version by 0.0.0.1 tue

Health Rollup Poiicy WorstOf

Override

Task credentials Task description
(@ Use the predefined Run As Account Health Rollup Policy - Pessible values: ‘BestOF, WorstOF, Percentage'
Werst state of the percentage in healthy state - Integer between 1 nd 100. Only used when Algorithm s set to Percentage’.
O Other Member Unavailable Rollup As - Possible Values: Uninitialized''Success ' Waring. Error
U Member in Maintenance Mode Rellup A - Uinitizlized. Success ' Warning Error’
ser name

defined in 2 sesled MP.

Domain:  [cORP

Task confirmation

[ Don't prompt when running this task in the future

Management Pack Name - The Management Pack name of which the monitors going to be saved. only used when the group is

Increzse Management Pack version by 0.0.0.1 - Specify if the management pack version should be increased by 0.0.0.1
NOTE: Plesse DO NOT select multiple instance groups at once:

e

Health Rollup Policy: Possible values: ‘BestOf’, ‘WorstOf’, ‘Percentage’

Worst state of the percentage in healthy state: Integer between 1 and 100. Only

used when Algorithm is set to ‘Percentage’

o Member Unavailable Rollup As: Possible Values: ‘Uninitialized’, ‘Success ‘, ‘Warning’

and ‘Error’

o Member in Maintenance Mode Rollup As: ‘Uninitialized’, ‘Success’, ‘Warning’ and

‘Error’

o Management Pack Name: The Management Pack name of which the monitors going

to be saved. Only used when the group is defined in a sealed MP.

o Increase Management Pack version by 0.0.0.1: Specify if the management pack

version should be increased by 0.0.0.1.

NOTE: Please DO NOT select multiple instance groups at once.

After the task is executed against a group, 4 dependency monitors are created:

Availability Dependency Monitor
Configuration Dependency Monitor
Performance Dependency Monitor

O O O O

Security Dependency Monitor

#
() Reset Heafth 3% Recalculate Health T Fifter Monitors (4 Refresh [~ Properties @ Help © &5 Overrides ~

Health monitors for Demo Instance group

4| (€3 Entity Health - Demo Instance group (Object)
4 €9 Availability -Demo Instance group (Object)
> {3 Group CreationDemo.Demo.Instance Group Availability Dependency Monitor - Dema Instance group (Demo Instarce group)

4 () Canfiguration - Dema Instance group (Object)

4 () Performance - Demo Instance group (Object)
> () Group CreationDemo.DemoInstance Group Performance Dependency Monitor - Demo Instance group (Demo Instance group)
# () security - Demo Instance groun (Object)

> (O Group CreationDemo.Demo Instance:Group Security Dependency Monitor - Demo Instance group (Demo Instance grous)

Security Consideration

> (O GroupCreationDemo.Demo.nstance.Group C Dependency Monitor - Demo Instance group (Demo Instance group)
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Natively in OpsMgr, only user accounts assigned either authors role or administrators role
have access to create monitors. However, users with lower privileges (such as operators and
advanced operators) can potentially execute this task and create dependency monitors.

Please keep this in mind when deploying this management pack. You may need to scope
user roles accordingly to only allow appropriate users have access to this task.

This agent task has previously published via a separate management pack:
http://blog.tyang.org/2015/07/28/opsmgr-group-health-rollup-configuration-task-
management-pack/. It has been made as part of the version 2.5 of the Self Maintenance MP.

5.2.33 Audit Agent Task Execution Results (For OpsMgr 2012 Only)

In OpsMagr, the task history is stored in the Operational DB, which has a relatively short retention
period:

General

Database Grooming Settings:

The groaming process removes unnecessary data from the Operations Manager database in
orderto tain performance. For each data type in the database, you can specify how
much time can pass before that data is deleted, Data deleted during datsbase grooming is
not reco < unless it has been specifically backed up.

Records to delete Older than
Resolved Alerts 5 days
Event data 3days
Performance data 3 days
Task histary 3days
Monitoringjob data 3days
State change events data 3days
Performance signature 2days
Maintenance mode history 3days
Availability history 3 days

Corce

The “OpsMgr 2012 Self Maintenance Audit Agent Tasks Result Event Collection Rule” is designed to
collect the agent task execution result and store it in both operational and Data Warehouse DB as
event data. Because the data in the DW database generally has a much longer retention, the task
execution results can be audited and reported.

Once enabled, this rule runs every 5 minutes by default. It retrieves all the task execution results
since last rule execution using OpsMgr SDK and format each agent task execution result as an event
before saving it to both operational and data warehouse DB. The event severity is Information and

the event ID is 102. This management pack also provides an event view for event data collected by
this rule:
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This rule was inspired by this blog post (although the script used in this rule is completely different
than the script from this post): http://www.systemcentercentral.com/archiving-scom-console-task-

status-history-to-the-data-warehouse/

6 Views
The following views are configured in the version 2.0.0.0 of the MP for OpsMgr 2012:

4 | g OpsMgr2012 SelfMaintenance
|£2] Agent Task Audit Event View

=2¢| All Management Servers Resource Poaol
28| Groups
Health Service

E Management Server

4 | g Performance
E DWW Staging Tables Count Performance View
fed DK ConnectionTotal
i standard Data Set Performance View

The purpose of creating the state views is to help OpsMgr administrators and operators to easily find
the tasks that are targeting each OpsMgr class.
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7 OpsMgr Self Maintenance OMS Add-On Management Pack
With the release of version 2.5.0.0, the new “OpsMgr Self Maintenance OMS Add-On Management

Pack” has been introduced.

This management pack is designed to also send performance and event data generated by the
OpsMgr 2012 Self Maintenance MP to the Microsoft Operations Management Suite (OMS)
Workspace (http://www.microsoft.com/OMS)

In addition to the existing performance and event data, this management pack also provides 2 event
rules that send periodic “heartbeat” events to OMS from configured health service and All
Management Servers Resource Pool. These 2 event rules are designed to monitor the basic health of
the OpsMgr management group from OMS (Monitor the monitor scenario).

Note:

In order to use this management pack, the OpsMgr management must meet the minimum
requirements for the OMS / Azure Operational Insights integration, and the connection to OMS must
be configured prior to importing this management pack:

B Connection - HOME - Operstions Manager

7.1 Sending Heartbeat Events to OMS

There have been many discussion and custom solutions on how to monitor the monitor? It is critical
to be notified when the monitor - OpsMgr management group is “down”. With the recent release of
Microsoft Operations Management Suite (OMS) and the ability to connect the on-premise OpsMgr
management group to OMS workspace, the “OpsMgr Self Maintenance OMS Add-On Management
Pack” provides the ability to send “heartbeat” events to OMS from

e All Management Servers Resource Pool

e Various Health Service
o Management Servers and Gateway Servers
o Agents
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7.1.1 OMS Heartbeat Events from All Management Servers Resource Pool

The “OpsMgr Self Maintenance All Management Servers Resource Pool OMS Heartbeat Event Rule”
is targeting the All Management Servers Resource Pool and it is configured to send a heartbeat
event to OMS every 180 seconds (3 minutes). The EventlD is 101. The following parameters can be
modified via overrides:

OpsMar Self Maintenance All Management Servers Resource Pool OMS Heartbeat Event Rule
Operations

Class: All Management Servers Resource Pool

Override-controlled parameters:

Overmide Parameter Name Parameter Type Default Value Ovemide Value Hfective Value Change Status
3 = B Bookean False False False No change]
O EventlD Integer 101 101 101 [Mo change]
] IntervalSeconds Integer 180 180 180 [No change]
S String [No change]
O Timeout Seconds Integer 60 60 60 [No change]

Once enabled, the heartbeat events can be accessed in the OMS web portal using queries such as:

Type=Event Source=OMSHeartbeat EventiD=101

Microsoft Operations Management Suite

E= Search
Data based onlast 7 days ~ | TypesEvent Source=OMSHeartbest Event=101
¢ 2,950 1005
1bar=6hs et
Compleid 1 e
IIIIIIIIIIIIIIIIIIII Wed, 16 Sep 2015 02:54:28 GMT | Event
- 2013-05- T2 202052
o ox

& Pool. Originating Computes: 'OMMSO1.carp.tyang.crg'. Locsl Tame: iednesday September 16 2015 125428 PM. UTC Time:

AM<Param>

ebeaithServiceld="BDBESEAT 4TS SACS- A5 DISSFSFADOS "> <Property Name="LogTime" Variant Type="8" p 16 2015 12:54:28 P« /Prop

perty Name="L ot »0f pe - VoriantType="5"> Op Mg Camponent

nsting Computer:‘OMMSD com.tyang.org’. Locsl Time: Wednesday September 16 2015 12:54:28 P, UTC Time: ‘Wednesday September 16 2015 215428 AM..«/Property> < Datsitem>

Opshigr Heantbeat Event. Component: ResourcePool', Resource Pocl Name: 'All Management Servers Resource Pool' Originating Computer: 'OMMSO!.compityang.org'. Local Tine: Wednesday Septembes 16 2015 125428 PM', UTC Time: ‘Wednesday September 16 2015
25420 AM
HOME

As shown above, the heartbeat event contains information such as originating computer (active
member of the resource pool at that point of time) as well as the local and UTC time when the event
was generated.

The number of heartbeat events over the last x number of minutes can be retrieved using a query
such as:

Type=Event Source=OMSHeartbeat EventlD=101 TimeGenerated>NOW-15MINUTES | measure
count() by TimeGenerated
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Microsoft Operations Management Suite

Data Plan: Standard Tao Yang Lab Oplnsights
[ Search
Data based on last 7 days v | Type=Evert Source=0l EventiD=101 Ti OW-15MINUTES | measure countf) by TimeGenerated
¢ Slogs
Tmrons Jl 2°F
Completed 1
TIMEGENERATED AGGREGATEDVALUEY
e s s remziszsonz ;
Sp 2015-09-16T02:48:28 147 1
® ° [——— :
P ——— )
Type 1 x 2015-09-16T02- 57281772 1
Compur 1
OMM 501

This q

EventLevelName 1

information

uery can also be used to create a dashboard tile with a threshold:

TILE NAME

AMSRP Heartbeat Last 15 Min

TILE VISUALIZATION

wills ‘ 123

ANSRP Heartoet Last 15 Min

pe)

7.1.2

THRESHOLD

3 Highlight when value is...

Value:

OMS Heartbeat Events from Health Services

This management pack also provides abilities to send heartbeat events from the following
components:

In orde

Management Servers (including gateway servers)
Agents

r for the computers to continue sending the heartbeat events even when it has been placed

into maintenance mode, an unhosted class named “OpsMgr Self Maintenance OMS Server
Heartbeat Node” is defined. This class can be discovered by the following discoveries:

OpsMgr Self Maintenance OMS Server Heartbeat Node On Management Server Discovery
OpsMagr Self Maintenance OMS Server Heartbeat Node On Agent Discovery

B Object Discoveries - HOME - Operstions Manager

File Edit View Go Tasks Tools Help

i Sesch™ | Overres ™ { B Scapel (i [ ekl @ .

Authoring « Object Discoveries (2)

[ utnorieg Managemert pack objects are now scoped to: All Management Servers Resource ool Opshigr Sef Wainterance OMS Server Heartoeat Node.
5 Msnagement Pack Templstes @, Lookloe Bl G
%X Oistributed Appiatons Name Target Management Pack Ensbled
E Grous )
4 & Management Pack Objects
[E] Attributes x Opshlg Agent OpsMgr Self Maint
Monitors 1 OpsMgr

v Server  Opshgr Sef Maintenance OMS Add-On Ma... No

i Cojectiscorenes
B Ouerides

rutes
2 Sence Level Tracking
[ Toss

Pl Pt Pl P P BT s,
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These discoveries are disabled by default. They need to be enabled via overrides for the components
that you wish to send heartbeat events to OMS.

Note:

e The discovery for the management server is also targeting the gateway servers.
e Since agents are already sending heartbeat to the management servers, it is recommended
not to enable the discovery for agents unless there are specific requirements.

Once the appropriate discoveries are enabled, the discovered heartbeat nodes will become available
in the “Health Service Heartbeat Nodes” state view:

Monitoring < Health Service Heartbeat Nodes (4)
> [ Operations Manager A Quookfor [ FindNow  Cea
> Log Opslogix State @ Maint.. Name Mode Name. OpsMgr Component Type
4 |3 OpsMgr 2012 SelfMaintenance O Net manita... OMMSOT.corp.y OMMSET corp iy -
(7] agent Task Audit Event View O Not monito OMMS03.corp.tyang.ory OMMSO3.corp tyang.org  ManagementServer
ﬁ,{’;HManagememser\.‘ers Resource Pool O Not monito.. OMMSG2 N oMMSD2 N o
] Groups
O Not monito... OMGWOT.corp ity OMGWO1.corp.ty er

2] Health Service

i2:] Management Server

2] Root Management Server Emulator

2] Standard Data Set

1] Unneaithy Health Service Watcher
4 (3 OMS Add-On

[3#7] Health Senvice Heartbeat Nodes

» 4 Performance

In order for the heartbeat nodes to start sending heartbeat events to OMS, the “OpsMgr Self
Maintenance Health Service OMS Heartbeat Event Rule” must be enabled via overrides:

Rules - HOME - Operations Manager
File Edit View Go Tasks Tools Help

I lsesn~ _ i - CreateaRule _ f Overrides~ _ By Scopel @ -

Authoring < Rules (1)
4 | Authoring Management pack objects are now scoped to: OpsMgr Self Maintenance OMS Server Heartbeat
» (3 Management Pack Templates 4, Lookfor: \ Find Now Clear
#% Distributed Applications Name Inherited from
£ Groups

4 Type: OpsMagr Self Maintenance OMS Server Heartbeat Node (1)

4 & Management Pack Objecs
[ OpsMgr Self Maintenance Health Service OMS Heartbeat Event Rule  OpsMgr Self Me

=] Attributes
) Monitors
;@) Object Discoveries
B Cuerrides
[=] Rules
|27 Service Level Tracking
[F Tasks
[ ] views

The following parameters are also available for overrides:

Override Properties X

OpsMgr Self Maintenance Health Service OMS Heartbeat Event Rule
Operations
Class: OpsMgr Self Maintenance OMS Server Heartbeat Node

Override-controlled parameters Show Rule Properties...
Overide  Parameter Name Parameter Type Default Value Ovemide Value Hffective Value Change Status

» Enabled Boolezn False True True [No change]
O EvertID Integer 100 100 100 [No change]
O |intervalSeconds Integer 180 180 180 [No change]
O SyncTime String [No change]
O Timeout Seconds Integer 60 60 60 [No change]

< >

Once enabled, this rule will send a heartbeat event with event ID 100 every 3 minutes (180 seconds).
The heartbeat events can be viewed in the OMS web portal using queries such as:

Type=Event Source=OMSHeartbeat EventID=100
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Microsoft Operations Management Suite

= Search
Data based on last 7 days v | typestvent source=oMsHeartbeat Event=100
€ M T78 egs
1bar= 8hrs e
Completed ]
IIIIIIIIIIIIIIIIIIII =i sdoahogid
1 » 2015-05-16TO4628.2072
by iy "t .
® °

LCIDD LocalesENU Mes Heabest Event. C

i "Wiadnesdsy September 16 2015 20628 P UTC Time: Wednesday September 16 2015 406:28 A

Origimating Computer: ‘MMz

6 2015 20628 P, September 16,2013 40628

<Dataltern type="System.  time="2015-03- 16714 06202050336 1000 & =" BOSEIEAT-AC54- SAC-ADIS-DISIF SFAD0S"» «Propasty Name="Log Time’ VirantType="5">Wednesday Septermbes 16 2015 206:28 BM</Bropary> « ropenty

L uter” NariantTypes B> O

3 ' perty Neme  VarartTypes B Opsg Event. Companent
rating Computer: OMMSO1 corp.tyang.ang', Local Tirme: ‘Wednesday Septemiber 16 2015 0628 PM. UTC Time: " y Sep 162015 40628 AM <1

Componant: Originating € OMMSO corp tyang.org'. Local Time: Wednesday September 162015 20628 P, UTE Tiena: ‘Wacknascsy Septambes 16 2015 40628 AN

Similar to the All Management Servers Resource Pool heartbeat events, the health service heartbeat
events contain information such originating computers, time when event was generated (both local
and UTC time).

The number of heartbeat events for a given computer over the last x number of minutes can be
retrieved using a query such as:

Type=Event Source=OMSHeartbeat EventiD=100 Computer=<ComputerName>
TimeGenerated>NOW-15MINUTES | measure count() by TimeGenerated

Microsoft Operations Management Suite Data Plan: Standard Tao Vang Lab Oplnsights
= Search
Data based onlast 7 days v  Type=Event Source=0OMSHeartbeat EventiD=100 Computer=OMMS01 TimeGenerated> NOW-15MINUTES | measwre courti) E
< 3logs
Tbar=6hs —
Completed 1
TIMEG ENERATED AGGREGATEDVALUE Y
pres
Sap
© L]

Type 1

Dashboard tiles can also be created similar to the AMSRP heartbeat events tile.

7.1.3 Notification In the Event of Missing Heartbeats

At the time of writing (September, 2015), OMS does not currently provide any notification
mechanism like what OpsMgr does. Therefore, natively, we cannot configure OMS to send
notification when heartbeat events are missing.

However, since we are able to programmatically access OMS data using the OMS search API
(https://azure.microsoft.com/en-us/documentation/articles/operational-insights-api-log-search/) or

the community solution OMSSearch Powershell module (https://github.com/slavizh/OMSSearch), it

is pretty straightforward to utilise automation engines such as System Center Service Management
Automation (SMA) or Azure Automation to periodically check for missing heartbeats and notify the
relevant parties when it occurs.

Since this is not in the scope of the OpsMgr Self Maintenance management pack, it will not be
covered in this guide.
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7.2 Collecting Data Generated by the OpsMgr 2012 Self Maintenance MP
Other than the heartbeat event collection rules, the OMS Add-On MP also contains the following
event and performance collection rules:

e OpsMgr 2012 Self Maintenance Data Warehouse Database Aggregation Process OMS
Performance Collection Rule

e OpsMgr 2012 Self Maintenance Data Warehouse Database ManagedEntity Staging Table
Row Count OMS Performance Collection Rule

e OpsMgr 2012 Self Maintenance Data Warehouse Database Alert Staging Table Row Count
OMS Performance Collection Rule

e OpsMgr 2012 Self Maintenance Data Warehouse Database Event Staging Table Row Count
OMS Performance Collection Rule

e  OpsMgr 2012 Self Maintenance Data Warehouse Database Performance Staging Table Row
Count OMS Performance Collection Rule

e OpsMgr 2012 Self Maintenance Data Warehouse Database State Staging Table Row Count
OMS Performance Collection Rule

e Collect All Management Server SDK Connection Count OMS Performance Rule

e  OpsMgr 2012 Self Maintenance Audit Agent Tasks Result OMS Event Collection Rule

The above listed rules collect the performance and event data that are already been generated by
the OpsMgr 2012 Self Maintenance MP, and store them in OMS.
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7.2.1 Data Warehouse Aggregation Process Performance Data
This performance counter can be access using queries such as:

Type:PerfHourly ObjectName="Standard Dataset"

7.2.2 Data Warehouse Staging Tables Row Count Performance Data
The performance data for the DW DB staging tables row count can be accessed using queries such as:

e Type:PerfHourly ObjectName="0OpsMgr DW DB"

e Type:PerfHourly ObjectName="OpsMgr DW DB" InstanceName=Alert

o Type:PerfHourly ObjectName="OpsMgr DW DB" InstanceName=Event

e Type:PerfHourly ObjectName="OpsMgr DW DB" InstanceName=Perf

o Type:PerfHourly ObjectName="OpsMgr DW DB" InstanceName=State

o Type:PerfHourly ObjectName="OpsMgr DW DB" InstanceName=ManagedEntity

Microsoft Operations Management Suite

@ Search

Data based on ast 1 day ~  TypePertiourly ObjectNames-Opshgr D 06"
¢ Performance counters

4

\OpsMgr DW DE(AlertI\Staging Table Row Count
s Staging Table Raw Count
. DW 0B

Microzoft SystemCenter AllMsnagementServersR oo

Sap 18 14

\OpsMar DW DB(Event)\Staging Table Row Count
Staging Table Row Count

Wed, 16 Sep 2015 02:00:00 GMT | PefHourly
Micrasaft SystemCenter AllManagementServersPel
OpsMgrDW DB
Staging Takie Rom Count
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= Search

Data based on last 1 day
e
o
Camputer 1
<rasatt SystemCenter Allbanagementserver. 22

RaciObjectName 1

Counteshlamms

eaging Table Reow Court

nstanceName

SsmpleVaiue &

+Add

2

*Gpshgr DW D"

Performance counters

1

\Opshgr DW DE(Event)\Staging Table Row Count
. Stagng Table Row Count
Opshdge 04 DB
=

Microscft SystemCenter AllManagementServersPool

sap 15 a0
22 Logs

Completed
Wed, 16 Sep 2015 0200:00 GMT | Pesftiourly
: MictoseftSystem enter il ManagementServersPoal
Cpsblge OW 08
Staging Tabie Row Count
Event
s
201535 eTaRO0NT
MicroseftSystemCenter Al ManagementServersPocl
 MicrosoftSystemCenter AllbansgementiersersPool
Mictoseft.SystemCenter Al ManagemerdServersfoal
] show mare
Wed, 16 Sep 2015 01:00:00 GMT | Pesftioury
. Microseft System enter llManagementServersPosl
OpeMige DW DB
Staging Table Row Count
Event
3

7.2.3 All Management Servers SDK Connection Count Performance Data
The performance data for the total SDK connection count can be accessed via search query such as:

Type:PerfHourly ObjectName="0OpsMgr SDK Service"

Microsoft Operations Management Suite

[ Search

Data based on last & hours

Type 1
PerfHourly

Computer 1

MicroseftSystemCenter AlManagementServers...4
RoatObjectName. 1

MecroseftSystemCenter AliMansgementServers...d

ObjectDisplayName 1

Microscft.SystemCanter AlManagementServers...4

ObjectMame 1

v | Typeperftourly ObjectName="OpsMgr SDK Service"

<

Performance counters

1

\OpsMgr SDK Service\Total Client Connections:
anterhlarm Total Client Connections
Opshige SDK Service

jciDisplayMame : WicrosoftSystemCenter.ABManagementServersPoo!
Sap 52300
4 1ogs

Completed

Wesd, 16 Sep 2015 02:00:00 GMT | PerfHourly

+ Microsoft SystemCenter AllManagementServersPocl

+ Opsigr SOK Sevice

+ Total Client Connections

+ 18166666
+ 2075-09-16T0200-00Z

+ Microsoft SystemCenter,AllManagementServersPool
e+ Mierosolt.SystemCenter AllManagementServersPeol
+ Microsoft SystemCenter.AliManagemantServersPool

200
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7.2.4 OpsMgr Agent Tasks Result Audit Event Data

The event data for the OpsMgr agent tasks result audit can be accessed via search query such as:

Type:Event Source=OpsMgr EventiD=102

Microsoft Operations Management Suite

[= Search

Data based on la

Type 1

Event

Computer 1

HOME

EventLevelNay

information

Note:

The value of the computer name field for these events is the name of the OpsMgr management

group.

st 7 days. v | Type:Event Source=OpsMgr EventiD=102 x
‘ : imrormanion
1bar=6hrs + OpsManager
Source : OpsMgr
Eventlog : Operations Manager
I ma EventCategory 5 1
051415 GMT Eventlevel 4
sep 3 20e Message :
o LCID;0 LocalENU Message;Opshgr Agent task "Get Current Patch List" submitted by "CORPAtyang": Task Intemal Neme:
OpsMgr2012.5¢H <t Health, Lt Task Target; Target Class: Health Service Running As: Time Started:
09/15/2015 12:04:52 Time Finished: 09/15/2015 12:04:53 Status: Succeeded Output: <Dataltem
0 type=" lizedObjectData" time="2015-09- 15T "6bbici2a-
420-4413-0d2 2 Type=" ization® Depth="3" /> <Property
Type="System.String">Agent Patch Listi</Property> <Property Type="System,String">System Center 2012 R2 Operations Manager
URT Update Patch</Property> <Property Type="System String"></Property> <Praperty Type="System.String">Web Console Patch
10 Listi</Property> <Property Type="System.String">System Center 2012 R2 URT Upt perty
<Property Type="System.String"></Property ption>Ag List: System Center 2012 R2 Operations Manager URT
me 1 i« Update Patch Web Console Patch List: System Center 2012 R2 URT Update Patch
o Parzmeterml
<Param>Opshgr2012 Health Service Patch.List
st 00-15T12:04:53Z</Param>
00-15T12:04532< P P P P, yang
EventData
<Dataltem type="System.PropertyBagData" time="2015-09-15T22:05:23.7404918+ 10:00"
sourceHlealthServiceld="BDBEIEAT-4C54-SACO-AD4S-DISIFSFADO4S "= <Property Name="MGName"
2 perty=<Property Name="TeskName"
Mgr2012 Service.Patch List Task</Property> < Property Name="TaskDisplayName"
VeriantType="8"> Get Current Patch List</Property> <Property Name="TargetObjectName" VariantType="0"> </Property> <Property
Name=" DisplayName" Type="8">OMWEBO!.corp.ys </Property> <Property Name="TargetClessMame"
Type="g" ' perty> <Property Name="TargetClessDisplayName"
Type="8">Health perty= <Property Name="TimeStarted" Type="7">00/15/2015 12:04: perty
<Property Name="Ti " VariantType="7">09/15/2015 12:04; perty= <Property Name="TeskRunAs" Fype="8">

] </Property><Property Name=" pe="3"> CORP\tyang</Property= <Property Name="TeskStatus"

8 Known Issues

When configuring overrides for both OpsMgr 2007 R2 Self Maintenance MP and OpsMgr 2012 Self

Tao ¥ang Lab Oplnsights

Maintenance MP, if the destination for the override is created inside the OpsMgr operations console

(in another word, the provided override MP is not used), you may see an error when trying to save

the MP:

Verification failed with 1 errors:

Error 1:
Found errorin 2|Override.MP.Test|1.0.0.0|Override.MP.Test| | with message:
5D verification failed for the management pack. [Line: 0, Position: 0]
System.Xml.Schema.XmlSchemavalidationException: The 'Alias’ attribute is invalid - The
value "2012"is invalid according to its datatype 'ManagementPackUniqueldentifier' - Name
cannot begin with the 2" character, hexadecimal value 0x32. —=
System.Xml.Xml|Exception: Name cannot begin with the '2' character, hexadecimal value
0x32.

--- End of inner exception stack trace ---

at System.xml.Schema.xXmlSchemavalidstor.SendValidationEvent
(¥ml|SchemaValidationBxception g, ¥mlSeverity Type severity)

at System.xml.Schema.xXmlSchemavslidastor.CheckattributeValue(Objact value,
SchemaAttDef attdef). .

Show additional infformation about this error.
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This is because both Self Maintenance MPs contains the phrase “2012” or “2007” as part of the
names and when the Operations console is trying to create a reference in the override MP, the alias
it uses starts the character “2” which is not allowed.

If the provided override MP cannot be used, to fix this issue, please follow the following steps:

1. Exportthe override MP
Remove the reference to the self maintenance MP if exists (in <manifest> <references>
section, which is located at the top of the xml).

3. For OpsMgr 2012 version of the MP, Add the following lines inside the <references> tag:

<References>
<Reference Alias="OM12SelfMaint”>
<ID>0psMgr.2012.Self.Maintenance</ID>
<Version>1.0.0.1</Version>
<PublicKeyToken>136b1dfd385ca82a</PublickeyToken>
</Reference>

4. For OpsMgr 2007 R2 version of the MP, Add the following lines inside the <references> tag:
<References>
<Reference Alias="OMO07SelfMaint”>
<ID>0OpsMgr.2007.R2.Self.Maintenance</ID>
<Version>1.0.0.0</Version>
<PublicKeyToken>136b1dfd385ca82a</PublickeyToken>

</Reference>
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Appendix A: Event Log Entries Generated by This MP

Workflow Script Name Even Event Description
tiD Severity
OpsMgr.2012.Self.Maintenance.Balanc = Balance- 9703 Error Resource Pool Not Found
e.Agents.Within.ResourcePool.Rule ManagementServersWit
hinResourcePool.psl
OpsMgr.2012.Self.Maintenance.Config | Configure- 9708 Error Resource Pool Not Found
ure.Agents.Failover.Within.ResourceP | AgentsFailoverWithinRe
ool.Rule sourcePool.psl
OpsMgr.2012.Self.Maintenance.Config = Configure- 9709 Info The failover MS for agent xxxxx has been reconfigured. Failover
ure.Agents.Failover.Within.ResourceP  AgentsFailoverWithinRe MS before and after count.
ool.Rule sourcePool.psl
OpsMgr.2012.Self.Maintenance.Config = Configure- 9710 Info The server is either a gateway server or it's not a member of the
ure.Agents.Failover.Within.ResourceP | AgentsFailoverWithinRe resource group. No changes have been made.
ool.Rule sourcePool.ps2
OpsMgr.2012.Self.Maintenance.User. | Detect- 9706 Error Unable to find Default MP
Defined.Overrides.In.Default.MP.Dete = OverridesinDefaultMP.p
ction.Rule sl
OpsMgr.2012.Self.Maintenance.User. | Detect- 9707 Info xx(number) user defined override(s) found in default MP
Defined.Overrides.In.Default.MP.Dete | OverridesinDefaultMP.p
ction.Rule s2
OpsMgr.2012.Self.Maintenance.MS.In. | MgmtServerInMaintMo | 9705 Info No management servers are currently in maint mode
Maint.Mode.Monitor deProbe.psl
OpsMgr.2012.Self.Maintenance.MS.In. | MgmtServerInMaintMo | 9704 = Warning | MS in maint mode, maint mode details
Maint.Mode.Monitor deProbe.psl
OpsMgr.2012.Self.Maintenance.Remo | Remove- 9700 Info Start removing disabled discovery objects via SDK service on <MS
ve.Disabled.Discovery.Objects.Rule DisabledDiscoveryObjec Name>
ts12.psl
OpsMgr.2012.Self.Maintenance.Remo | Remove- 9701 Info Finished removing disabled discovery objects via SDK service on

ve.Disabled.Discovery.Objects.Rule

DisabledDiscoveryObjec
ts12.psl

<MS Name>
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OpsMgr.2012.Self.Maintenance.Local. = LocalMgmtServerlnMaintM | 9702 Info LocalMgmtServerinMaintModeProbe.ps1 : Checking if OpsMgr

Management.Server.In.Maintenance. odeProbe.ps1 Management Server <Mgmt Server FQDN> is in maintenance mode.

Mode.Monitor

OpsMgr.2012.Self.Maintenance.Close. | Close- 9900 @ Warning | Incorrect configuration detected for the OpsMgr Self

Aged.Rule.Generated.Alerts.Rule AgedRuleAlerts.psl Maintenance Close Aged Rule Generated Alerts Rule. All 3 alert
severities are configured to be excluded!

OpsMgr.2012.Self.Maintenance.Enabl | Enable-AgentProxy.psl 1500 Info number of agents proxy enabled

e.Agent.Proxy.Rule 0

OpsMgr.2012.Self.Maintenance.Mana | MSAccountLocalAdminP | 9711 Info Start checking Management Server Default Action Account’s Local

gement.Server.Default.Action.Account | rivilegeProbe.psl Admin privilege

.Local.Admin.Priviledge.Monitor

OpsMgr.2012.Self.Maintenance.Mana | MSAccountOpsMgrAdm | 9712 Info Start checking Management Server Default Action Account’s

gement.Server.Default.Action.Account  inPrivilegeProbe.psl OpsMgr Admin privilege

.OpsMgr.Admin.Priviledge.Monitor

OpsMgr.2012.Self.Maintenance.Obsol | ObsoleteMPReferences | 9713 Info Start checking obsolete aliases from unsealed management

ete.Management.Pack.Alias.Detection | Probe.psl packs.

.Rule

OpsMgr.2012.Self.Maintenance.Obsol = ObsoleteMPReferences 9714 Info No obsolete aliases found in unsealed management packs

ete.Management.Pack.Alias.Detection @ Probe.psl

.Rule

OpsMgr.2012.Self.Maintenance.Obsol | ObsoleteMPReferences | 9715 @ Warning | Obsolete aliases found in unsealed management packs

ete.Management.Pack.Alias.Detection | Probe.psl

.Rule

OpsMgr 2012 Self Maintenance All AllIMgmtServerPatchList 9716 Info Start checking management servers patch level from <resource

Management Servers Patch List Probe.ps1 pool active member>.

Consistency Consecutive Samples

Monitor

OpsMgr 2012 Self Maintenance All AllMgmtServerPatchList | 9717 Info Start checking management server <server name>.

Management Servers Patch List Probe.psl

Consistency Consecutive Samples

Monitor

OpsMgr 2012 Self Maintenance All AllIMgmtServerPatchList 9718 Info Patch Detected on <Management Server Name>. Patch Code

Management Servers Patch List

Probe.ps1

<Patch Code>.
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Consistency Consecutive Samples
Monitor

OpsMgr 2012 Self Maintenance All
Management Servers Patch List
Consistency Consecutive Samples
Monitor

AllIMgmtServerPatchList
Probe.psl

9719

Info

Patch List on <Management Server Name>: <Patch List>

OpsMgr 2012 Self Maintenance All
Management Servers Patch List
Consistency Consecutive Samples
Monitor

OpsMgr 2012 Self Maintenance All
Management Servers Patch List
Consistency Consecutive Samples
Monitor

AllIMgmtServerPatchlList
Probe.psl

AllMgmtServerPatchList
Probe.psl

9720

9721

Info

Error

Remotely Checking OpsMgr management server patch list from
<resource pool active member>.

<management server> is missing patch code <patch code>

OpsMgr 2012 Self Maintenance All
Management Servers Patch List
Consistency Consecutive Samples
Monitor

OpsMgr 2012 Self Maintenance Data
Warehouse Database (Alert | Event |
Performance | State | ManagedEntity)
Staging Table Row Count OMS
Performance Collection Rule

AllIMgmtServerPatchlList
Probe.ps1

DWStagingTablesRowCo
untProbe.ps1

OpsMgr 2012 Self Maintenance Data

Warehouse Database (Alert | Event |

Performance | State | ManagedEntity)

Staging Table Row Count 2 State

Threshold Monitor

OpsMgr.2012.Self.Maintenance.Detect ManuallyClosedMonitor
.Manually.Closed.Monitor.Alerts.Rule  AlertsProbe.psl

9722

9723

9724

Error

Info

Info

The number of patches on <management server> is <patch
count>, but there are totally <total patch count> patches installed
in the management group.

Start checking Data Warehouse DB Staging tables’ row count. DB
Connection String <DB connection string>.

Resetting Unit Monitor ‘<monitor name.” for monitoring object
‘<Monitoring Object Full Name>" because it was manually
resolved by user ‘<user name>’ at ‘<Time Resolved UTC>'.
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